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ABSTRACT

Shipboard Interior Communication (IC) systems, a crit-
ical part of command and control, have not kept pace with
the technological advances occurring in other areas of Naval
warfare. As a result, the requirements and demands placed
on an IC system in a warfare scenario are not likely to be
met with much success. This thesis to takes the first steps
towards rectifying this unsatisfactory situation. The
general weaknesses and problems with present IC systems are
identified. Then, paying close attention to the needs of
surface combatants, particularly DDG-51 and FEG-7 class
ships, the requirements and functions needed to improve
shipboard IC are presented. These are incorporated into the
requirements and functions needed to develop an ideal
Integrated Shipboard Communication System (ISCS). A French
designed and built ISCS 1is then compared to this ideal
system in order to evaluate its potential for implementation
aboard U.S. Navy surface combatants.
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I. INTRODUCTION

A.  PURPOSE/COBJECTIVES

In the everchanging, highly volatile, intense tempo of
today's naval warfare scenarios, the ability to communicate
successfully and efficiently 1is more c¢ritical than ever
before. The failure of a ship to communicate, either inter-
nally or externally, would probably result in a mission
failure at the very least and quite possibly the_destruction
of tha% ship in a hostile situation. '

Therefore, this thesis will attempt to look at where we
stand with today's Integrated Shipboard Communication
Systems (ISCS) and what can be done to improve upon our
present condition. The area of research will be to analyze
the ISCS capabilities of present U.S. Navy surface comba-
tants, placing special eiphasis on the Oliver Hazard Perry,
FEG~7, class and on the Arleigh Burke, DDG=-51, <c¢lass ships.
A majority of the research will bbe an analysis of the
Systeme Numerise de Transmissions Interieures (SNTI) ability
to match or exceed these capabilities. The SNTI is an inte-
grated shipboard communications system developed by the
French for use aboard their Naval surface combatants. As a
result, the thrust of this study will be aimed at deter-
mining the ISCS requirements on FFG-7 and DDG-51 ships and
the capabilities of the SNTI with respect to these require-
mants. This thesis will examine the weaknesses of present
ISCS and look at how well the SNTI eliminates them.

The result of this research and the goal of this thesis
is to provide the answers to the following two questions:

1. - What are the requirements for an ISCS aboard U.S. Navy
surface combatants?

2. How effective is SNTI in meeting these requiremcnts?

10




In answering these questions it was determined that an
in=-depth analysis of the external communication requirements
and capabilities of these ships was beyond the scope of this
thesls, To attempt to include them would be detrimental to
providing accurate and viable answers to the research ques-
tions posed. Therefore, the assumption is made that the
external communication capabilities of these ships are
considered adequate for -the purpose of this-—thesia, This
assumes that the necessary frequencies, channels; transmit-
ters and receivers are available to the shipboard users or
operators. As a result, the ISCS being evaluated will be

critiqued on its ability to interface with <these availlable

circuits.

B. BACKGROUND

It has Dbeen consistently observed that major Command,
Control and Communication (C3) problems aboard ship today
revolve around the inadequacies of installed ISCS. Poor
response time i defending the ship, delays in establishing
communications (both internal and external) and the inade-
gquate dissemination of <c¢ritical information are just a few
of the resulting problems. These problems and others occur
due to the inability of most systems to adapt to changing
scenarios and to respond to increases in demand in a timely
and efficient manner.

New technological advances have resulted in a number of
new weapon systems and an increased offensive capability
that have drastically reduced a ship's defensive response
time down to a matter of seconds in some instances. These
technological improvements combined with the continued
increase in the volume and complexity of ocean surveillance,
as well as the tactical information associated with these
new weapons and sensors places an increasingty heavy burden
on shipboard C3® systems, including information transfer

rates. The primary data stress points fall on interior

11
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voice communications (IC) between watch and battle stations.
This problem 1is further complicated by the increasing
technical sophistication of own force weapon and sensor
systems and the associated communications necessary to

employ these systems in a timely manner.

C. METHODOLOGY

This thesis will attempt to uncover the weaknesses of
today's systems that cause these problems and what capabili-
ties are required of a new system to eliminate such diffi-
culties. The overall approach will consist of the following
general steps:

1. Identify the missions of _U.S Naval surface combatants
with special emphasis on FFG-7 and DDG-51 class ships.

2. Briefly describe the impact of new, technolo%ically
advanced weapon and detection systems on present ISCS.

3. Identify the shortcomings of the ISCS installed aboard
FFG-7 and DDG-51 class ships.

4. Describe the features of an ISCS that would help elim-
inate the inadequacies present in current systems.

5. Describe the capabilities and features of SNTI.
Evaluate the ability of SNTI to eliminate the weak-
nesses identified earlier.

6. Provide conclusions a:. recommendations with respect
to the effectiveness of SNTI for use by the U.S. Navy.

The analysis of the research questions will be based on
a thorough review and examination of the information gath-
ered from appropriate articles and references used 1in
conducting the research. The analysis will also include
judgements and critiques based on personal experiences as
well as from informal conversations with other Naval offi-
cers and experts in this field. Thus, using the knowledge
gained, the requirements of and demands on an ISCS will be
presented. The strengths and weaknesses of present systems
will then be identifi-=d. Then, Dbased on the information
gathered, assumptions made and evaluations rendered a hypo-
thetical, ideal system will be defined. The effectiveness
of Si7I in meeting the capabilities of this ideal system

will then be examined.
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This evaluation will include an analysis of SNTI's func-
tional capabilities, design criterion and its ability to
meet pre-determined human factors considerations. Also
included will be an examination of system effectiveness
regarding vulnerability costs and cost performance analysis.
Thien, Dbased on the results of this study a recommendation
for or against the adeoption of SNTI by the U.S. MNavy will be

made.
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IT. U.S. NAVY SURFACE COMBATANTS

A. CLASSES AND THEIR CAPABILITIES

[ As stated in the previous chapter, the primary emphasis
\ of this thesis in evaluating ISCS 1is being given to FFG-7
é and DDG-51 class ships. However, it is important to note
that most of the capabilities desired in an ISCS for these
e two classes of ships are remarkably similar to the capabili-
gb ties required on all U.S. Navy surface combatants, Any
differences would be due to specific weapon or detection
systems that are unigque to that individual class or ship.
Such differences would more than likely result in hardware
‘i or installation changes rather than changes in the desired

’ requirements of an ISCS.
So, before getting into the specifics of FFG-7 and
.;E- DDG-51 platforms it would be beneficial to come to an under-
‘ standing of the differences in design and capabilities of
other classes of surface combatants. In order to achieve an
:37 understanding of the complexities involved 1in fighting a
- ship today, this will include a Dbrief review of the weapon
L) and sensor capabilities of some of the Navy's newest classes
R of ships [Ref. 1l]. This will also provide a clearer view of
the thread of commonality that holds for ISCS capabilities

and regquirements for these ships.

2. he first of the three types of combatant to be looked
;}%- at is the cruiser or CG. Today's <cruisers have developed
f;;. from the world's first nuclear powered cruiser, the Long
Eii Zeach, and her steam powered sister ships of the Leahy
O+ class, the first class to be designed as cruisers. The

newer classes, using the same basic layout, have developed

via the California class to the Virginia class. These two
classes are very similar in desigyn. Therefore only a
o description of the Virginia class will be provided.
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For weapons this class has two gquad surface-to-surface
missile (SSM) launchers, two twin surface-to-air (SAM)/ASW
launchers, two five inch guns, two close-in weapons systems
(CIWS) and torpedo tubes. It has one missile control
director, one ASW FCS and one missile fire control system
{MECS). Its sensors include a 3-D search radar, surface
search and air search radars, three FC radars, one naviga-
tion radar, a sonar and an EW system. Her basic communica-
tions suite includes satellite communication antennas, one
SSR-1 receiver and 4 WSC-3 transceivers.

The follow-on to the Virginia was the Ticonderoga class
cruiser, the first to be fitted with the Aegis system. The
Aegls system provides new levels of anti-air defense of a
carrier battle group (CVBG) using the most advanced tech-
nology. This system has an electronic scanning radar with a
fixed antenna which 1is capable of aiding in controlling
aircraft as well as with surveillance, detection and
tracking. It can process its information almost instantane-
ously to identify friend from foe, assess each threat and
via the Navy Tactical Data System (NTDS) control and allo-
cate the fire power of the CVBG's defenses, incliuding
friendly aircraft.

The armament for this class is composed of two quad SSM
launchers, two twin SAM/ASW launchers (newer ships 1in the
class have two vertical launch systems, VLS, instead), two
five inch guns, two CIWS and torpedo tubes. It has the
kegls weapon control system, one gun fire control system

GFCS), four missile guidance illuminators and one ASW FCS.

This class has the SPY-1 phased array, 3-D radar for its

Aegis system, air search and surface 3search radars, a
weapons FC radar, a navigational radar, a sonar and an EW
system. For communications it has satellite communication

antennas, four SSR-1 receivers, two W3SC-3 transceivers plus

the Aegis - NTDS interface capability.
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The next type of combatant to be examined will be the
o destroyer, both the DD and DDG. Starting with the former,
1 we will look briefly at the Spruance class. This class is
: outfitted with an eight tube SAM launcher plus two quad SSM 1
launchers. The entire class is to be retro-fitted with VL3
for the Tomahawk missile. Othier weapons include two five 1
inch guns, two CIWS, torpedo tubes and an anti-submarine
f;. rocket (ASROC) launcher. For fire control there 1is one
7 JIECS, one ASW FCS and one GECS with two associated fire
= control radars. It also has a 3-D search radar, a surface
LY search radar, a sonar, a towed array and an EW system. The
) basic communications suite includes satellite communication
antennas, an SSR-1 receiver and three WSC-3 transceivers.

The DDG to be looked at 1s the Arleigh Burke class,
‘3 DDG-51, and this will be examined in more detail later in
o this chapter.

The final group to be covered are the frigates, both FF
and FFG. The Bronstein class, the first of this type of
!»_ surface combatant, introduced the slim, high freeboard hull
o and the ASROC stand-off missile. This missile was matched
E in range by a large hull mounted sonar; a successful combi-
ff, nation. This ASW potency was improved upon with the Garcia

@ c_ass

Nﬂf Also, half the class was provided with an area defense SAl

by providing her with organic helicopter assets.

\ﬁj. system. At the time the largest class of frigates, the Knox
\ynf class, was also dedicated to an ASW escort role. This
?# changed with the development of the Oliver Hazard Perry
o class, FFG-7. This class, like DDG-51, will be looked at
T later in the chapter.

i;: 2. THE ROLE OF SURFACE COMBATANTS
ol The role of the U.S. Naval surface combatant is to pros-
ecute enemy forces and/or protect what the U.S. Navy refers
to as a high value unit (HVU). This HVU could range from a

troop transport to a supply ship to a battleship to the
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heart of the U.S. fleet, the aircraft carrier. With the
possible exception of the heavily armed battleship, these
HVUs rely on surface combatants, or escort ships as they are
often called, for firepower and protection. For example, a
CVBG will often have a carrier 1in the center of the force
with an inner ring of four cruisers and an outer ring of
eight *o ten destroyers and frigates. The former is geared
primarily for AAW and the latter to a mix of AAW and ASW.
The positions ships are assigned in a CVBG is usually based
on their missile <c¢apability (range) and ASW capability
( sonar range).

Next, a brief description of a warfare scenario 1is
offered to provide some groundwork for a better under-
standing of the myriad of communication requirements
demanded today. Even before hostilities are initiated,
enormous amounts of intelligence data on force disposition,

the threat situation, etc. is available and needs to be

disseminated. This information needs to get out not only to
the ships 1in the task force (TF), but internally as well
petween vital operational stations and Kkey personnel on
board ship.

When hostilities do erupt, the U.S. Navy employs the
concept of defense-in-depth [Ref. 2]. It works as follows.
Alrborne early warning (AEW) aircraft from the carrier
detect enemy ircraft and by directing combat air patrol
(CAP), the AEW enable the CAP to intercept the enemy air
strixe at extreme ranges before the enemy aircraft can
launch their stand-off weapons. Similarly, the airborne
radar detects enemy surface forces before they can move
against the TF, leaving them vulnerable to counter-attack by
long range air-to-surface missiles (ASM) and SSNMs. Widely
spread enemy air strikes may be beyond the capacity of the
CAP and will come intoc the scope of Aeglis platforms. Medium

and long range SAlls will be employed first by the outer
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screen. Surviving attackers, either aircraft or missiles,
which cross the TF's outer boundaries are then challenged by
the outer ring's point defense systems and at the same time

re coming into range of the inner circle's SAM systems.
Point defense systems, which effectively handle crossing
targets, then come into play from the inner ring against any
hostile aircraft or missiles having penetrated this far. A
last ditch defense is provided by the CIWS.

Other defenses, such as the use of EW to provide commu-
nication, detection and tracking difficulties for enemy
forces, are incorporated into this defense-in-depth concept.
Also, each CVBG has at least one friendly submarine assigned
to counter enemy submarines and their missile capability.

With the realization that such a scenario could occur
within a span of two or three minutes, the stress placed on
shipboard communications is enormous. The impact on an ISCS
tecomes even more apparent when one considers the need for
the numerous weapon and sensor stations aboard each ship to
be able to interface quickly and efficiently. This is in
addition to the information and data exchange between the
various warfare commanders and the ships and aircraft in the
task force. Therefore, the ability of an ISCS to respond
rapidly and accurately is obviously a critical factor in

determining the potential survivability of the task force.

C. THE ARLEIGH BURKE CLASS, DDG-51

This section contains descriptions of the DDG-51 outfit-
ting, mission, combat system and personnel who participate
in the command and control (C2?) of shipboard operations.
The descriptions are intended to aid the reader who is unfa-
miliar with this class in understanding the communication
requirements described 1in the following chapters. See
[Ref. 3].

The DDG-51 class ship is a guided missile destroyer

designed to operate as a component of a surface action group

18
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(SAG) or a CVBG, providing defensive protection against air,
1ii missile, surface and subsurface hostile forces. These ships
L emphasize AAW capabilities and as such, will work well in
supporting Aegis cruisers, (CG-47), 1in the air and missile
Q,; defense of the SAG and CVBG. The DDG~51 can also operate

extremely well as an independent unit or in c¢oordination

with other ships. As mentioned, her primary emphasis is on
AAW with secondary emphasis placed on anti-surface warfare
(ASUW), ASW and strike warfare (STW).

T 5 ship's immense capability lies with her Aegis

system which employs an electronic scanning radar with fixed

antenna. All four SPY-1 radar "faces" are located on the
single forward deck house. Control of the Aegis combat
system is distributed. It originates with command and is

distributed to the various coordinators in response to the
threat environment. The warfare coordinators control and

direct engagements within their respective areas. As the

threat changes the flexibility of the Aegis combat system
comes into play. It can be quickly configured to respond to
changes in the threat environment, both within and between
the various warfare areas. It can respond in seconds to
threats that develop with little or no warning.

This combat system 1is comprised of sensor, weapon,
control and support elements. Major system elements are the
AN/SPY=1 radar system, the command and decision complex and
the weapons control system. Other weapon, sensor, coordina-
tion and control elements interact with the weapon control
system to form the remainder of the Aegis combat system.
[lore specifically, her armament consists of two VLS/VLA for
Tomahawk and ASROC missiles, two quad SSM launchers, one
five inch gun, two CIWS and torpedo tubes. For fire control
there is one GECS, one ASW FCS and one MFCS with three asso-

ciated FC radars. In addition to the SPY-1 multi-purpose
phased array radar, there is one surface search radar, a
19
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sonar, a towed array and an EW system. It is also capable
of performing on all three of the U.S. Navy's tactical data
links; 1links 4, 11 and 16. The standard DDG~51 communica-
tions suite is made up of satellite communication antennas,
SSR=-1 receivers and WSC-3 transceivers.

1. Harfare Areas and Command and Control Spaces

The combat system can be divided into four areas:
anti-air, anti-submarine, anti-surface and strike.
Following is a brief description of these areas.

Anti-Air Warfare (AAW). The combat system provides

an all-weather AAW capability that includes standard
missiles, CIWS control of carrier based aircraft and the
use of EW.

Anti-Surface Warfare (ASUW). Surface warfare can be

conducted with guns and anti-surface missiles, either inde-
rencdently or in coordination with a surface action group.

Anti-Submarine Warfare (ASW). These operations can

be conducted independently or as part of a coordinated ASW
search and attack unit (SAU). The system provides for posi-
tive control of ASW aircraft and weapons.

Strike Warfare (SIW). The combat system provides

the capability to conduct pre-assigned strike warfare either
independently or in conjunction with other forces.

Command and control spaces are comprised of the
Combat Information Center (CIC), the sonar control area and
the pilot house and its ancillary spaces. Following is a
description of these spaces and the personnel who man them
during Readiness Condition I. This is to provide an under-
standing of the number of personnel involved in fighting a

ship and the potential for communication difficulties to

arise.

Combat Information Center (CIC). CIC can be func-
tionally divided into six primary areas: command, tactical
information, AAW, ASUW, ASW and STW. Figure 2.1 shows the

DDG-51 CIC area.
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Command Area. It provides command, i.e., the

Commanding Officer (CO) and the Tactical Action Officer
(TAO), with the necessary facilities to monitor the tactical
situation and make decisions.

Tactical Informaticn Area. It contains displays and

facilities for sensor and surveillance system management for
air targets and EW and provides the capability for detec-
tion, identification and tracking of targets.

AAW Area. It provides displays and facilities for
coordinating and controlling engagements with air targets by
ship's missiles, guns and CIWS as well as for the close
control of aircraft.

A3SW Area. It provides displays and facilities for
tracking sub-surface targets, coordinating and controlling
target engagements and the close control of ASW aircraft.

ASUW Area. It provides displays and facilities for

surface tracking, coordinating and controlling engagements

o4

with missiles and guns (including over-the- horizon, OTH,

and strike warfare), controlling shore bombardment when

firing by navigational plot and radar navigation.

STW Area. The STW area is a specialized subarea of
ASUW. It becomes a separate warfare area when conducting
missile launchings against land targets. At that time it

rrovides displays and facilities for preparation and control

of Tomahawk land attack missiles (TLAMS).

21
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In addition to the personnel in each of the warfare
areas, CIC 1s also manned by two radio monitors (RM~1l and

RM=-2), the CIC Supervisor, a damage cobtrol phone talker and
a Captain's battle talker. These personnel are located
immediately behind the command area.

Sonar Conktrol Area. This area is located in a sepa-
rate space. It provides active and passive sonar surveil-

lance in support of ASW and ASUW operations.

Pilot House and Ancillary Spaces. These areas

provide facilities for conning, maneuvering and navigating ...« -

the ship. They can be divided into four areas: C2, naviga-
tion and piloting, quartermaster and visual communications.

The C2% area provides facilities for the Commanding
Officer, the Officer-of-the-Deck and other personnel who
support the CO and 00D in accomplishing ship control opera-
tions. Included in these facilities is a console for main-
taining a surface detection and tracking function, normally
a responsibility of CIC. The console is operated by the
Surface Radar Controller (SRC). Command also exercises
control over the signal shelter and directs visual communi-
cations transmitted and received by the signalmen.

2. Personnel Duties and Responsibilities

This section describes the duties and responsibili=-
ties of the personnel who participate in command and control
operations during Readiness Condition I. Table 1 shows the
manning requirements for CIC, sonar control and the pilot
house [Ref. 3].

Readiness Condition I, or General Quarters as it is
better known, requires a fully manned C3 organization along
with a fully functioning combat system and weapon system.
This condition places the greatest demand. .on an ISCS and
therefore provides us with a worst case scenario. Table 1
is provided to give the reader a better grasp of the number

of people and the complexities involved in fighting a ship.
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TABLE 1
MANNING REQUIREMENTS FOR READINESS CONDITION I

Combat Information Center

Commanding Officer (CO)

Tactical Action Officer (TAO%
Combat System Coordinator (C Cg
Ownship Display Controller (0SDC)
CIC Supervisor

Radio Monitors. ,

Talker - Captain's battle net
Talker - Damage control net

Tactical Information Coordinator (TIC)
Radar System Controller (RSC
Identification Supervisor (IDS

Electronic Warfare Supervisor EWS)
Electronic Warfare Console Operator ( EWCO)

Anti-Air Warfare Coordinator gAAWC)
Missile System Supervisor (MSS)
Air Intercept Controller (AIC)

Anti-Surface Warfare Coordinator (ASUWC)
surface Warfare Supervisor (SWS
Extended Surveillance Operator (ESO)
Gunfire Control Supervisor (GEC
Engagement Planning Supervisor (EPS)
Launch Control Operators (LCOs)

FPlotters

Anti-Submarine Warfare Coordinator §ASWC

anti-Submarine Aircraft Controller (ASAC

Acoustic Track Supervisor/Underwater FEC
Operator (ATS/FCO)

Sonar Ceontrol Area

Acoustic Supervisor (AS

Hull Sonar System Operators (HSSOs)
Towed Sonar System Operator (TSSO)
Acoustic Sensor Operator (ASO)

Pilot House

Officer of the Deck (0O0OD)
Conning Officer
Naviga or, . - e
Nav1%ator s Assistant
uartermaster-of-the-Watch (%MOW?

oatswain' s Mate-of-the-Watch (BIMOW)

Ship Control Console Operator

ship Control Console Operator; standby
Jlessenger

Talker - Captain's battle net
Talker - Damage control net
Surface Radar Controller (SRC)
Lookouts
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Commanding Officer. The CO 1s responsible for

overall command of the ship. He also acts as strike warfare

coordinator.

™1

Tactical Action Qfficer. The TAO is the principal

command decision maker under the direction of the CO.
Authority is delegated to the TAO for control of the Combat

System in all matters relating to tactical employment and

defense. If the TAO console fails he will monitor the CO or
O3DC crnsole or relocate with the AAWC. In all cases of
console failure the relocation to another console 1is

dictated by the present tactical situation.
Cembat System Coordinator. The CSC is responsible

for controlling the configuration of the combat system. He

monitors system status and operatica and allocates system
resources to the warfare coordinators. If the CSC console
fails, he will vrelocate to the alternate Radar System

Controller (RSC) console in the Combat System Equipment Room
C3ER).

Ownship Display Controller. The OSDC is responsible

for maintaining the command displays, specifically the large
screen display (LSD), Aegis display system (ADS) and the
automatic status boards.

CIC Supervisor. The CIC supervisor positions

himself in proximity to the TAO, but is free to supervise
where needed or to substitute at any console operator's
position. He acts as the primary enlisted assistant to the
TixC and as the tactical communicator.

Radio Monitors. The two radio monitors are located

at the communication table in the command area. They are

re

‘esponsible for transmitting, receiving and logging exterior

O

cmmunications.
TalXers. Two 3,/P phone talkers are located in the
command area to monitor the Captain's battle net and Damage

control net.
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1% T3, Information Coordinator. The TIC 1is

1le for ensuring that the information displays of
c-.cal data base are accurate and sufficient to
vii2 warfare coordinators in performing their tasks.
TIZ ~zonszole fails, he will relocate to the EWS

:n CIC or to the alternate RSC console in the CSER.

Fadar System Controller. The RSC, under direction
TIC, 1is responsible for operation and performance of
the SPY-1 radar. If the RSC console fails, he relocates to

+“he alternate console in the CSER.

Identification Supervisor. The IDS is responsible
for establishing the identity, category and classification
cf assigned surveillance targets. If the IDS console fails,

he would relocate to the EWS console.

Electronic Warfare Supervisor. The EWS is respon-

sible for monitoring and controlling electronic support
measures. I1£f the EWS console fails, he coordinates data
entry with the TIC via interior communications.

Electronic Warfare Console Operator. The EWCO

reports EW information and target correlation data to the
EWS. He is responsible for the configuration, control and
monitoring of the EW system.

AAW Coordinator. The AAWC is responsible for coor=-

dination and direction of all own-ship AAW assets, including

assigned aircraft. If his console fails, he relocates to
the CO console or to the alternate AAWC console in the CSER.
Missile System Supervisor. The MSS initializes and

controls the FCS and VLS for engagement of assigned air
targets and for the launch of ASROC when assigned. If the
1SS console fails, he will relocate to the AAWC console and
the AAWC will relocate to his alternate console in the CSER.

Air Intercept Controller. The AIC 1is responsible

for controlling assigned aircraft. If his console fails, he

relocates to either the ASAC or alternate AAWC console.
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ASUW Coordinator. The ASUWC is responsible for the

coordination and direction of all own=-ship anti-surface
assets, including assigned aircraft. If the ASUW conscole
fails, he relocates to the SWS or to the CO console.

Surface VWarfare Supervisor. The SWS, under the

direction of the ASUWC, controls surface warfare sensors,
evaluates the surface situation and monitors weapon engage=
nents. If the SWS console fails, he relocates to the alter-
nate AAWC console in the CSER.

Extended Surveillance QOperator. The ESO is respon-

sible for maintaining extended surveillance (OTH) data. If
the ESO console fails, he relocates to the LCO console or to
the alternate LCO console in the CSER.

Gunfire Control Supervisor. The GFCS is responsible

for the performance of the gun weapon system. If his

console fails, he can relocate to any other CIC console.

Engadement 2lanning Supervisor. The EPS is respon-
sible for planning Tomahawk anti-ship missile (TASM)
land attack missile (TLAM) engagements for ASUW and .
operations. If the EPS console fails, he relocates to the
LCO or ESO console in CIC or to the LCO alternate console in
the CSER.

Launch Control Operators. Two LCOs, wunder the

direction of the EPS, are responsible for launching Tomahawk
missiles. If an LCO console fails, they can shift to the

other LCO c¢onsole in CIC or to the alternate LCO in the

CSER.

Plotters. The plotters are responsible for oper-
ating the Digital Dead Reckoning Tracer (DDRT) and main-
taining a surface and subsurface plot. There 1is only one
DORT

ASYl Coordinator. The ASWC is responsible for the

coordination and direction of all own-ship ASW assets,
including assigned aircraft. If the ASWC console fails, he

—~ -~

relccates to tiae 3Vi3 console.
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Anti-Submarine Aircraft Controller. The ASAC 1is
responsible for controlling assigned ASW aircraft. If the

ASAC console fails, he relocates to the ATS/FCO console or
to the alternate RCS console in the CSER.

Acoustic Track Supervisor/Underwater Fire Control

Operator. The ATS/FCO is responsible for subsurface tracks
and controls all ASW weapons with the exception of aircraft.
If his console fails, he relocates to the acoustic supervi-
sor's console in sonar control.

Acoustic Supervisor. The AS, under the direction of

the ASWC, 1is responsible for the supervision of the sonar
control area. If the AS console fails, he will relocate to
an alternate console in the sonar control area.

Sonar QOperators. The sonar operators are comprised
of two HSSOs, the TSSO and the ASO. They are responsible

for operation of the sonar systems and the detection and

classification of underwater targets. In the event of
console failure, they relocate to other console positions in
sonar control.

Officer-of-the-Deck. The O0OD, under direction of
the TAO (acting for the CO), is responsible for all ship

control functicns. He has no console per se.

Surface Radar Controller. The SRC, under the super-

vision of the SWS, is responsible for detection and classi=-
fication of surface targets, low=-flying aircraft and
submarine snorkels/periscopes. There is not an alternative
console for the SRC.

3. Subscriber Requirements of an ISCS

As mentioned previously, Readiness Condition I
places the greatest demand on an ISCS, due primarily to the
increase in the number of subscribers (the users of an
I5CS -~ TAO, EWS, AIC, etc.) and their associated communica-~-
tion reguirements. The tables in Appendix "A" are provided

to assist the reader in grasping the enormous communication
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tasking and system coordination that fighting a ship
requires. The listings are not intended to provide a
comprehensive account of subscriber requirements. They are
intended to provide a basis for a general understanding of
the scope of subscriber requirements; keeping in mind the

tremendous demand this can place on an ISCS.

D. THE OLIVER HAZARD PERRY CLASS, FFG-7

This section will emphasize the other <class of ships
that will be emphasized, the Oliver Hazard Perry (FEG-7)
class. It will provide a review of FFG-7 mission, combat
system and personnel who participate in the command and
control of shipboard operations.

The FFG=-7 <class 1is a guided missile frigate whose
general mission is to operate cffensively with ASW forces,
with SAGs, 1in the protection of underway replenishment
groups, in support of amphibious assaults and to protect
military and commercial shipping against attack.

Control of the FFG-7 combat system is distributed. It
originates with the Commanding Officer and 1s distributed
through the chain of command. Combat system control,
consisting of sensors, display and decision, weapons control
and weapons system is directed by command (via the TAO as
authorized by the CO) and controlled by the WeaponS Control
Officer, ASW Evaluator and EW Supervisor.

The combat system provides the <capability to detect,
evaluate, acguire, engage and deceive enemy air, surface and
subsurface threats. The system is comprised of sensor,
control, weapon and support elements. For armament, this
class is fitted with one Guided Missile Launching System
(GMLS) for both SSMs and Sals, one 76MM gun and one CIWS.
The ship's fire control system consists of one DMNECS, one
GECS and two EC radars. It 1is equipped with two other
radars, a 2-D air search radar and a surface search radar.

Additional sensors include a hull mounted sonar, a towed

29
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array system and an EW system. The basic communications
suite includes satellite communication antennas, one SSR-1
receiver and two WSC=-3 transceivers. The remainder of this
- section provides a description of the C2 spaces and the
:ij: personnel who man them on during Readiness Condition I on
FEG~7 ships. But, before continuing it's important to note
the basic differences and functions between this class and
CDG~51.

-}? The Aegis system, particularly the phased array radar,
- allows DDG-51 to play a more complex, multi~-faceted role in
a compbat scenario. A much larger crew complement also
allows for more well defined and specific tasking of
personnel. With FFG-7 class, the role the ship plays is
much more limited and restricted. In addition, the concept
.o 0of minimum manning on this <c¢lass requires a much more
éﬁi general and flexible tasking with respect to personnel.

e 1. Warfare Areas and Command and Control Spaces

The combat system can be divided into three areas:
anti-air, anti-submarine and anti-surface. Following is a
prief description of these areas.

Anti-Air Warfare (AAW). The combat system provides

an all-weather AAW capability that includes standard
missiles, CIWS, control of carrier based aircraft (though
not regularly assigned) and the use of EW.

Qﬁﬁ Anti-Surface Warfare (ASUW). Surface warfare can be

conducted with guns and anti-surface missiles, either inde-
rendently or in coordination with a surface action group.

Anti-Submarine Warfare. ASW operations can be

cenducted 1ndependently or as part of a coordinated ASW
search and attack unit (SAU). The system provides for posi-
tivwe control of ASW alrcraft and weapons that «c¢an be
e taunched either over the side or from ASW aircraft.

N Command and control spaces are comprised of the

Combat Information Center (CIC), the sonar control area and




the pilot house and its ancillary spaces, Following is a
description of these sapaces and the personnel who man them
during Readiness Condition I. This is to provide an under-
standing of the number of personnel involved in fighting a
ship and the potential for communication difficulties to
avise.

Combat Information Center (CIC). CIC can be func-

tionally divided into four primary areas: display and deci-

sion, detection and tracking, weapons control and ASW.

Figure 2.2 shows the FGG-7 CIC area.

Display and Decision Area. It provides command,
i.e., the Commanding Officer (CO) and the Tactical Action
Cfficer (TAO), with the necessary facilities to monitor the

tactical situation and make decisions.

Detection and Tracking Area. It contains displays

and facilities for sensor and surveillance system management
of all surface, subsurface and air targets and EW and
provides the capability for detection, identification and
tracking of targets.

ASW Area,. It provides displays and facilities for
tracking sub-surface targets, coordinating and controlling

target engagements and the close control of ASW aircraft.

Weapons Control Area. It provides displays and
facilities for surface and air tracking, coordinating and
controlling engagements with missiles, guns and CIWS

(including over-the- horizon, OTH, targeting), as well as
clcse control of aircraft, controlling shore bombardment
when firing by navigational plot and radar navigation.

In addition to the personnel in each of the warfare
areas, CIC is also manned by two radio monitors (RM-1l and
RM-2), the CIC Supervisor, a damage control phone talker and
a Captain's battle talker. These mersonnel are located

immediately behind the command area.
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Figure 2.2 CIC on FFG-7 Class Ships.

Sopar Control Area. This area is located in a sepa-

rate space. It provides active and passive sonar surveil=-

lance in support of ASW and ASUW operations. 4
Pilot House and Ancillary Spaces. These areas

provide facilities for conning, maneuvering and navigating *

the ship. They can be divided into four areas: C2, naviga-
tion and piloting, quartermaster and visual communications.
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The C? area provides facilities for the Commanding
Officer, the Officer-of-the-Deck and other personnel who
support the CO and 0OCD in accomplishing ship control opera-
tions. Included in these facilities are two radar repeaters
(instead of a Surface Radar Console) for maintaining a
surface detection and tracking function, normally a respon-
sibility of CIC.
signal shelter and directs visual communications transmitted

Command also exercises control over the

and received by the signalmen.

2. fersonrel Duties and Responsibilities

This section describes the duties and responsibili-
ties of the personnel who participate in command and control
operations during Readiness Condition TI. Table 2 shows the
manning requirements for CIC, sonar control and the pilot
house.

Commanding Officer. The CO 1s responsible for

overall command of the ship.
Tactical Action Officer. The TAO is the principal

command decision maker under the direction of the CO.
Authority is delegated to the TAO for control of the Combat
System in all matters relating to tactical employment and
defense. He has no warfare coordinators (as does the DDG-51
TAQO) to delegate his authority to. If the TAO console fails
he will relocate to the ASW Officer Console (ASWOC) and the
ASW Eval moves to the DRT. In all cases of console failure

e relocation to another console is dictated by the present

ct

tactical situation.
CIC Supervisor. The CIC supervisor positions

himself in proximity to the TAO, but is free to supervise
where needed or to substitute at any console operator's
rositisn. He acts as the primary enlisted assistant to the
TAO and as the tactical communicator.

Padio Meonitors. The two radio monitors are located

at the ccmmunication table in the command area. They are
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TABLE 2
MANNING REQUIREMENTS FOR READINESS CONDITION I

Combat Information Center

Commanding Officer (CO)
Tactical Action Officer (TAO)
CIC Supervisor

adio Honitors |

alker - Captain s battle net
alker - Damage control net

3303

3

~

rack Supervisor (TKKSUP)

Electronlic Warfare Supervisor (EWS)
Zlectronic Warfare Console Operator (EWCO)
Surface Detector Tracker %S/DT)

Alr Datector Tracker (A D

Dead Reckoning Tracer (DRT) Plotters

Weapons Control Officer (WCO)

WWeapons Centrol Console Operator WCC-l/l;
\Wieapons Control Console Operator (WCC-1/2
Wieapons Control Console Operator (WCC-2)

Anti-Submarine Warfare Evaluator (ASW Eval)
Anti-Submarine Aircraft Controller (ASAC)

Sonar Control Area

Sonar Supervisor (Sonar Sup)
| Stack Cperator
i  Towed Sonar System Operators (CD #1 and CD #2)

| 1.

i’k 309 Cperator 1
Filot House

Cfficer of the Deck (00D)

Conning Cfficer

lavigator .

lilavigatecr s Assistant
Guartermagter-of-the-Watch (QMOW)
coatswain's Mate-of-the-Watch (BLIOW)
Ship Control Conscle Operator

Snip Control Console Cperator; standby
Lessenger .,

Talxer « Captain s battle net

“alxer - Damage control net

Jra-25 Radar ﬁepeater Operator
Loc<outs

U

i

L84
[t1]
@]

consible for transmitting, receiving and logging exterior
munica

-~

communil tions. 9
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o Talkers. Two S/P phone talkers are located in the
X command area to monitor the Captain's battle net and Damage
control net.

Track Supervisor. The TRKSUP monitors and super-

vises the detection, entry, classification and tracking
ocperations. If his console should fail, he would move to
either the A,DT or S/DT console.

Electronic Warfare Supervisor. The EWS is respon-

sible for monitcring and controlling electronic support
measures. If the EWS console fails, he coordinates data
entry with the TRKSUP via interior communications.

Electronic Warfare cConsole Operator. The EWCO

reports EW information and target correlation data to the

WS, He is responsible for the configuration, control and

il

monitoring of the EW system. There is only one EW console.

“eapons Control QOfficer. The WCO, under the direc-

tion of the TAQ, selects targets for engagements and assigns
appropriate FEC channels and weapons for acgquisition,
tracking and EFC solutions. In case the WCO console faills.
he relocates to the ASAC/AIC console.

Alr Intercept Controller. The AIC is responsible

for controlling assigned aircraft. If his console fails, he
relocates to either the WCO or ASWO consoles.

Air Detector Tracker. The A/DT provides new track

entry on all video, enters identity and composition of all
tracks within the surveillance area and correlates EW data
with radar tracks. If his console should fail, he relocates
to either the S/DT or TRKSUP console.

Surface Detector Tracker. The S/DT searches for and

initiates new tracks for detected surface and low flying
alrcraft, updates tracks, enters identification on new
tracks an provides track data for radar navigation. In case

cf console failure, he would move to either the A/DT or

TRKEUP console.
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Weapons Control Console Operators. The WCC opera-

tors are responsible for the efficient use of the guided
missile launching system (WCC-1/1 and WCC-2), the Harpoon
control panel and the CIWS remote panel (WWC-1/2) and the

gun (all three WCCs).

Dlctters. The plotters are responsible for oper-
ating the Dead Reckoning Tracer (DRT) and maintaining a
surface and subsurface plot. There is only one DRT.

ASW Evaluator. The ASW Eval is responsible for the

coordination and direction of all own-ship ASW assets,

including assigned aircraft. If the ASWOC fails, he relo-
cates to the DRT plot.

Anti-Submarine Aircraft Controller. The ASAC 1is
responsible for controlling assigned ASW aircraft. If the

ASAC console fails, he relocates to the WCO console.

Sonar Supervisor. The Sonar Sup, under the direc-

tion of the ASW Eval, 1is responsible for supervision of the

sonar control area.

Sonar Operators. The sonar operators are comprised
of the Stack Operator, Mk 309 Operator, and the two Towed
Sonar System Operators. They are responsible for operation
of the sonar systems and the detection and classification of
underwater targets. In the event of console failure, they

relocate to other console positions in sonar control.

Officer=-of-the~Deck. The 00D, under direction of
the TAO (ac*%ing for the CO), is responsible for all ship
control functions. He has no console per se.

Spa=25 Radar Repeateyr Operator. This operator is

responsible for detection and <classification of surface
targets, lew-flying aircraft and submarine snorkels,
pes, There 1is not an SRC console located on the

o]
2 a3 on the DDG-51 class.
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3. Subscriber Requirements on an ISCS
Appendix "B" contains descriptions of the subscriber
(user) requirements of individual console operators and C?

personnel, The listings are not intended to provide a
comprehensive account of subscriber requirements. They are
intended to prrovide a basis for a general understanding of
the scope of subscriber requirements; keeping in mind the
tremendous demand this can place on an ISCS.

The material covered so far (including the tables in
the appendix) has been presented to provide the reader with
a f{ramework from which to understand the workings of an
IsCs. The Dbrief introduction to surface combatants along
with descriptions of the part they play in a warfare scen-
ario should help 1illuminate the important role an ISCS has
in contributing to the success a ship has in meeting its
mission requirements. The identification of the players
(users) in shipboard C3 along with their communication needs
is provided to highiight the heavy demand placed on an IC
system as well as the complex operations necessary for such
a system to function properly. With this background, the
next chapter will show some of the probléﬁg inherent 1in
designing a vwviable ISCS, as well as, the requirements a

successful ISCS must meet.
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III. INTEGRATED SHIPBOARD COMMUMICATION SYSTEM REQUIREMENTS

This chapter will examine scme of the C?* problems caused

by either the absence of an I3CS or the design flaws on
installed systems. It will then provide a description of
design and system features and capabilities that are desir-
able in the ISCS of the future. 3ISee [Ref. 4] and {Ref. 5].
A. PRESENT SYSTEMS

The source of many of todays C3 problems are a direct
result of unsatisfactory interior communications. Scme of

the systems and their design features (sound powered tele-
phones for example) date back to WWII with little or =nio

chhange in operation or capabilities. This, despite "1e

o

obvious technological advances in all other areas of nava

-

wartare. 2ut before going any further, a brief descriptic:

oI the wvarious types of IC systems will be given.

Sound-rowered (S/P) TIelephones. Though somewhat anti-
uated and not easily adaptable to changing scenariocs, S,P
rhones are still considered to be the most reliable and
survivable means of communication aboard ship. This 1is
tecause they are independent of external electrical power.
They require no outside power supply for operation since the
sound waves produced by the speaker's voice provide the
necessary energy to reproduce the voice at a remote loca-

Tion. A hand cranked magneto generator or an external
z

o
.

dzzer provide the audible alert or ringing power.

dulti Channel Circuit LC). Shipboard one-way

anncuncing systems serve thie general purpose c¢f transmitting

crders and information between stations Iy amplified voice

communications. MCCs are a icrcphonhie speaker system

Z“esigned to provide rapid voice communications between two
1

o)
lons, During normal cruising, MCCs can be
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considered an auxiliary to S/P phone «circuits and should
only be used when necessary. Indiscriminate use of MCCs
lowers its value for emergency communication and raises the

noise level above acceptable limits in C2 spaces.

Intercem Systems. Intercom or interphone systems
provide selected communication between selected watch
stations. These calls or messages can be transmitted and
received over console speakers, handsets or headsets.

Normally a channel or station selection switch must be
invoked to establish communications. Due to its simplicity
of operation and ease of access to different watch stations

this 1s the preferred method of communication between watch

stations.
Ship Service Telephone System. This system is very
similar in principle to a home phone system. That is, to

the user the basic function is the same - selectable calling
of another telephone terminal. The selection of a station
can be via dial-up, selectable switch or push button. An
audible signal is provided at the called terminal to notify

the user at that station.

Radio Telephone (R/T) Systemn. This is the system used
to provide external communication between a user aboard ship
and a user at a location external to the ship.
Communication 1is wvia a handset or a headset and can be
either secure or non-secure in nature.

During normal operations or peacetime cruising the
performance of each of these systems 1s satisfactory.
However, with an increase in the operating temgo comes a
corresponding increase in the demand placed on these systems
with an alarming drop in their performance level. The
decrease in the ability of these communication systems to
meet the ever increasing demand placed on them by a techno-
logically advancing navy can be traced to the general

problem or deficiency areas found in Table 3 [Ref. 6: p. 1].
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TABLE 3
SHORTCOMINGS OF EXISTING COMMUNICATION SYSTEMS

Non-integrated
Mon=-survivable

Manpower intensive

Noisy and mutually disruptive
Inflexible

Slow and unreliable

Inadeguately interfaced with combat systems

These C3 system shortcomings are the result of the
design of communication systems and the method of exchanging
information. The design of the system slows and degrades

communication exchange because the systems currently used to

control and coordinate operations are inappropriately
designed for that purpose. The method for exchanging infor-
mation has always been via voice communications. As infor-

mation exchange requirements have increased, more voice
communication systems have been added to meet the demand.
This has resulted in a proliferation of independent IC
systems that hinders rather than helps effective communica-
tion flow. In addition to the confusion caused by the
expanding number of IC systems and the hardware that accom-
panies them, there is also a corresponding increase in the

number of personnel regquired to assist in maintaining a

satisfactory flow of traffic. These additional personnel
have increased the complexity of the communication problem
and, in many cases, are just another obstacle to work
around.

In most instances the five communication systems just

discussed are independent of each other, resulting in a

40

ﬁv-;.,-v*




CafiC e Bl ) T T T L L Y N T s WV T T W w I w e v ¥ = v 7% A

ship's interior communication system that has the following

characteristics [ Ref. 4]:

1. Individual systems usin different technologies
requlrln? . sSpecialized raining of  maintenance
personnel in many different types of equipment.

2. Systems are hardwired with no provisions for adding or
deletlng stations or reconfiguration in the event of
a

battle mage to a portion of the ship.

3. Vulnerability of electrically powered systems to
interruption of the normal power supgly i.e., no
provision for uninterrupted power supply (UPS).

4. Reliance on telephcne talker personnel to accurately
relay information between watch station decision

makers, which reduces the speed of_ information
transfer and has significant potential for error
introduction.

Increased watch station personnel requirements.

Inadequate interfaces with combat systems and no inte-
gratidon with external communication systems.

7. Watch stations that are ghgsically cluttered with an
assortment of radio and, S/P_phone handsets, internal
and external comqpunications loudspeakers, milcrophones,
two~-way internal communication terminals,  status
boards™ and Shlﬁ s telephones. This requires key .

ersonnel to be knowledgeable in the operating charac-
eristics of each system, determine which systems to
use for communications with specific watch ~“stations
and regeat information as necessarg to. relay
ersonnel, all of which results in distractions for
he decision maker.

8. Restricted access and movement on/to watch stations
due to space requirements of systems.

9. Excessive noise at the watch stations with potential

Ior missed information due to simultaneous
transmission.

B. SYSTEM/DESIGN CONSIDERATIONS.
An obvious way to eliminate many of the faults given in

the prior section 1is to combine the different systems into

one IC system. The U.S. MNavy has begun to do this with what

ij is frequently called the Integrated Shipboard Communication
%- System (ISCS) and is also referred to as a multi-capability
L} voice communication system, There are numerous advantages
:j to such a system. An ISCS offers the opportunity to:

lﬁ 1. Combine traditional voice IC functions.

E; 2. Improve information transfer capacity.

3. Reduce shipboard maintenance action.

Wy
. "
- .
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=:{ 4. Reduce the clutter of communication system terminals
o at watch stations.

i y 5. Substitute digital data display for much of the status
information hat is currently transferred by voice
cemmunications.

Current efforts seek to improve operation of different
- IC systems through the application of today's technology
;ij which is aimed at increased speed, reliability, intelligi-
bility, simplified terminal o¢peration and efficiency of
:;Q. maintenance actions. Introduction of the Integrated Voice
:ﬁf Communication System (IVCS) in both the LHA c¢lass and the
| CG-17 class ships has provided the first serious attempt at
elimination of overlapping IC functions by providing multi-
:"> capability systems [Ref. 4: p.2-3]. These systems have the
‘ following characteristics:

"& 1. Fewer total terminals resulting in reduced overall
cabling requirements.

Improved intelligibility and voice gquality.

Access to radio, |, one-way announcing systems S/P
rhones, and ship s service telephoné from the same
terminal.

4. Four digit pushbutton dialing, with single button
R abbreviated addressing for frequently called subscri-
S lbers and nets.

5. Dial=-up and command net conferencing.
RO 6. Alternate_ power source in the event of a loss of
() primary electrical power.

7.  Feduction in range of maintenance training require-
ments due to reduce numbers of different eguipment and
commonality of terminals throughout the ship.

S 8. Addition/deletion of terminals through the use of
. meodular equipment and software changes.
bl 1. Conscle Desidgn

Mo discussion of ISCS recquirements can be considered
o complete with out some mention of console (terminal)
S requirements. While any attempt at presenting in-depth

console design reqguirements and hardware specifications is

EAM
P

beyond the scope of this thesis, a brief summaticen linking

[ Ad
J\'

console specifications to a few of the major fundamental

(Y

s

requirements of a successful IC system will be provided.

R
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In order to meet the ISCS requirements there are

Y
a

some general desired features that should be incorporated
into console design. These communication attributes are
given from the point of view of the console operator who
- must interface directly with the hardware devices. These

characteristics, found in {Ref. 7: p. 2-5]| are:

1. lultiple communications media access must be by a
single communications terminal due to limited operator
freedom of movement.

2. Manual control actions must be minimized to prevent
interference with console manual interface and facili-
tate_ operator concentration on visual information
displays.

3. The changing tactical situation may require the oper-
ator to “instantaneously shift to alternate «circuits
without disrupting control actions associated with the
ongoing action.

4. Incoming call and console alerts must be distinctive
and gain operator attention without becoming an anno-
yance if the operator is otherwise engaged in higher
priority tasks.

5. Urgent IC calls must have non-bloqkin% access to the
cperator, but must have lower priority than external
communications in progress.

Interconsole net communication capability should allow
p:%selectlon of nhet participants to fit the tactical
situation.

(o))

7. Secure and non-secure communications should be avail-
able at key console stations.

8. Emergency (S/P) IC should be instantaneously available
in the event of total system failure.

The major fundamental reguirements of an ISCS that
should be incorporated into console design are speed and

simplicity of operation, integration and flexibility (these

Z
[

11 Le discussed 1in more detail later). Speed and
simplicity can be satisfied by consolidating all IC subscri-
pers at a single terminal location. This allows for easier
access to the various circuits that an operator may need to
communicate with other subscribers. Labelling of buttons
and switches by title would eliminate the need for an oper-
ator to memorize numbers or to activate a number of controls
to initiate a call and thus help simplify and speed up

communications.
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Integration can be met by incorporating the various
IC systems into one terminal. This provides the user with
gquick and easy access to the type of transmission medium
needed in performing his assigned tasks.

Finally, the requirement for flexibility can be
satisfied by allowing pre-programming of the terminals,
enabling them to be configured for the specific communica-
tion requirements of individual operators and easily recon-
figured when changes occur in their communication needs.
This also allows operators the flexibility to switch
consoles 1in case of a malfunction or failure to their
primary console.

2. Human Factor Considerations

Another important area that cannot be overlooked is
that of human factor considerations and along with them the
concepts of form, fit and function. The pressures placed on
an coperator during high tempo operations, plus the potential
for 1long periods of time on watch at a console without
relief, demand that the operator be able to maintain his
highest performance level, both physically and mentally.
Human factor considerations play a major role in assisting
operator performance. The following paragraphs, taken from
[Ref. 8: p. 3-1] emphasize the importance of this point.

Console operators have severe demands placed on
sensory capacity, vigilance, perception and decision making
ability in relation to display indications. The primary
sense used by the cperator 1is visual perception, which
provides for target detection, symbol recognition, alphanu-
meric readout and indicators linked to the execution of a
control action. During periods of low operational activity,
such as peacetime transit in open ocean areas, the opera-
tor's wvisual sense is used only moderately and console
control actions are few, During these times, operation of

the separate system element controls do not tax the operator

14
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and there 1s little distraction due to other activity in the
immediate vicinity. However, as the tempo of operations
increases, the operator's visual and aural senses become
uickly overloaded and mental stress increases to an
extremely high level. At this point, any incompatibility of
system components will become apparent through increased
operator errors or inability to execute control actions fast
enough to effectively support the C2 node (e.g., continuity
of ccmmand, maintaining the common tactical picture). To
solve this problem, it would seem that each of the system
elements should be separately re-evaluated to optimize its
capability and permit easier operation. However, care must
be taken in this approach to ensure that the improved system
element (or subsystem of the overall system) is able to work
in harmony with the total system. In the specific case of a
console mounted terminal, 1t would seem that optimum design
should, therefore, consider the following:

1. Minimize visual reference requirements in order to
maintain operator concentration on tactical displays.

2. Eliminate error provocative features (such as multi-
function buttons or lengthy button sequences) to
reduce the chance of operator error during high tempo
operations.

3. Decrease the amount of effort required by considering
economy of motion and_ compatibility of” psychomotor
5K1lls with other console subsystems.

NS

Choose the prcper control devices that contribute to
speed and accuracy of operator movements.

5. Conszsider the overall ensemble of displays and control
devices to ensure that information presentation is
consistent with other dlspla¥s, so the operator can
easily and correctly identify a particular system
output when needed.

Cutaneous sensitivity follows vision and auditory
sensitivity in relative importance to a <console operator.
Touchh 1s particularly good for spatial orientation 1if
controls are simple to use, require minimum visual reference
and are within the physical reach limits of the operator.
This would seem to indicate that the communication front

panel should be primarily a touch-~oriented system, with a
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minimum number of controls/indicators. However, the obvious
use of multi-function controls to achieve an uncluttered
front panel also requires increased visual reference, which
reduces the importance of spatial orientation by touch. The
basic design guestions to be addressed then are: 1) What is
the proper allocation of operator sensory channels?; and 2)
What are the proper controls/indicators to use with each
sensory channel?

Communication terminal placement 1is critical to
operator effectiveness. vhile terminal locations supporting
non-console C?2 personnel are generally less sensitive to
size and exact placement of installation, the physical space
limitations and restrictions available in a console impose
design constraints that may 1limit hardware options. The
most restrictive dimensions are those of the front panel.
Since only a finite number of switches/indicators of useable
size can fit into this area, a trade-off between capability
versus human factors results early-on in system design. The
following are some of the placement factors that must be
analyzed to permit the most effective integration of the
communication terminal with the combat systems console.

1. What is the operator's radius of movement?

2. What non-communication control functions are already
allocated to the right and left hands?

3. What 1is the effective viewing distance of various size
labels and indicators?

e

What are the environmental conditions gnoise, heat,
illumination, etc.) at the watch station:

5. Yhat is the <character of the operator population
(skill level, training, span of concentration, speed
of perception, wvisual acuity, general 1ntelllgence§?

With these factors now taken into consideration, we
will move on to the following section. This next section
will expand wupon the fundamental requirements presented
earlier, in addition to identifying more specific opera-
tional capabilities needed to meet the growing demand placed

on today's ISCS.
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C. DESIRED FUNCTIONS AND CAPABILITIES

Rapid, accurate, reliable and survivable voice communi-
cation between shipboard watch stations 1is a basic, though
vital, requirement for mission success. In order to elimi-
nate some of the IC problems alluded to earlier as well as
help maximize ship effectiveness to the battle group an ISCS
must meet certain minimum required standards. A 1list of
these standards are shown in Table 4 and their definitions

are given below.

TABLE 4
DESIRED FUNCTIONS AND CAPABILITIES

Speed and Simplicity
ntegration
Flexibility .
tandardization ) L
Communication Configuration Capability
System Reconfiguration
SGrvivability )
Anti-jam Protection
Low Probability of Intercept &%PI)
Invulnerability to "Cheap Kil
Protection from Radiation Hazards ( RADHAZ)
Emergency Power
[aintenance . )
Environmental Considerations
Secure Voice
Privacy. Lo
Monitoring Capability

Single Instrument Access and Selection
Single Action Calling

Eusy Circuit_ Indication

Incoming Call Alert

Identity (ID) of Calling Party
Identify Urgency of the Call

Call Override

Break-In

Hunt-Not-Busy

Conference Call

Instrument Design ) )
Single Action Transmission
Brightness Control

Volume Control

47

i

T T AL L S R - - . : . P : . . R O ) T Lo i
. . - » I3 + - » g v . * - < } ’ y N v
W SN ala'na Shichihibiatiadentubodideeindtteti b ieindidndndh ) oy oY " PP D TP W UYL Y U, T SR, _-J




A ate. ani il b St Al A Sl SR e B e Ml il Audicindisadh Sl ekl Sndi Mk "W

|

1
The first portion of the 1list consists of fundamental

requirements that should form the framework for the design

of an ideal ISCS. The second half of the list contains a

more definitive listing of required operational capabilities

ct

hat an ISCS should incorporate in order to satisfy the
fundamental design requirements.

Speed and Simplicity. The system must provide for fast

operaticn and response with a minimum number cf control
acticns required to operate individual communication termi-
nals. This helps speed information and data exchange and

assists in maintaining operator concentration on tactical

displays. Therefore, complexity of operation, even if it
results in useful system features, is undesirable if it
compromises the fundamental requirement of speed and

simplicity of operation [Ref. 3: p. 20].

Integration. Communication terminals must have the

capability to 1integrate all of the communication media
required by a console operator. This will help eliminate
the proliferation of terminals, handsets, microphones, etc.,
that is presently slowing and degrading shipboard 1
cemmunications.

Flexibility. The system must provide flexibility to

enable it to be configured for the communication require-
ments of each class of surface combatant. It is also
required in terminal design to enable the terminals of indi-
vidual users to be configured to their specific needs. The
system must also be flexible enough to ensure that shipboard
rersonnel are capable of making rapid changes in communica-
tion configurations when changes occur in requirements.

Standardization. Maximum standardization of hardware

components and ship communication architecture is desired to J
ninimize and simplify the number of interfaces and their
costs, Commonality with current telecommunication commer-
cial technology to reduce development, acquisition and life

dycle support costs is a desirable goal [Ref. 7: p. 2-2].
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Communication Configuration Capability. This capability

is required to configure console communications for the
specific exterior and interior communication needs o¢f each
user and to guickly reconfigure communications in the event
that an operator must change console positions because of
console failure or malfunction. This is analogous to the
flexibility reqguirement but on a smaller scale.

System Reconfiguration. This is the capability to add

or delete stations from the system 1in order to support
changing C? requirements. Further, system configuration and
hardware components/circuit accesses must be such that
changes in system configuration can by made by shipboard
personnel in a timely manner and without the need for
outside assistance.

Survivability. This capability provides communication
to surviving system hardware components within the surviving
sections of the ship (after battle damage) with minimum
reconfiguration actions. An ability to display the
surviving capabilities of a terminal to 1its user 1is also
required. Anti-jam protection, LPI and invulnerability to
"cheap kill" are part of this.

Anti-jiam Protection. The system must not be vulnerable

to hostile EW or degradation due to own ships
Electromagnetic Interference (EMI).
Low Probability of Intercept (LPI). The system must not

radiate detectable signals external to the ship. Plus, when
interfaced with an external communication system (an R/T
net), the system must not transmit a unique identifying
Signature.

Yulnerability to "Cheap Kill." The system nmust ensure

that +wvital stations will not lose communications due to
"cheap kill" hits such as weapon air bursts within 100 feet

of +the ship, small arms fire, etc.
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Frotecticon from Radiation Hazards (RADHAZ). This capa-

ty
b
—

1ty is required to protect the ship from (nuclear) radia-

n hazards and Electromagnetic Pulse (EMP). In addition
t> preventing system degradations, exposed terminals must be
aszlly deccntaminated to protect personnel during continued

a
sy3tem uUuse after a nuclear attack. J

Zrergency FPowver. An emergency source of electrical
power 1s required to enable personnel to communicate when a
321ip' s primary source of electrical power fails or

malfunctions.

Maintenance. The capability 1s required to provide
automatic system performance monitoring of hardware compo-
rents and circuit connectivities of IC circuits communica-
Tion system termination paths. Additionally, wvisual readout
of hardware component casualties should be provided down to
the lowest replaceable unit level to assist rapid corrective
maintenance action.

Environmental Considerations. The components of the

system must be capable of operating in environments
containing potentially explosive mixtures of fuel and air
and 1in proximity to ordnance without any possibility of
ignition. The components must also be capable of operating
under conditions ranging from extreme heat to extreme cold
as well as in environments containing salt air and water.

Secure Voice. The capability must be provided to

satisfy secure wvoice communication requirements, relating to
R/T nets. Consideration should be given to integrating
secure and non=-secure nets if it can be accomplished without

compromising either method of communication.

Privacy. This is required in conversations dealing with
C? matters. The system should be capable of allowing users

£o communicate without having other IC subscribers eaves-
droppring on sensitive conversation. Privacy 1is also
reguired on conference calls, but the need for a break-in

capablility overrides the privacy consideration.
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< Monitoring Capability. The capability is required to
;' ronitor all communications being transmitted or received by
a console operator for three reasons: 1) to facilitate
information exchange and minimize disruption; 2) 1t 1is
- reguired by supervisory personnel and key console operators
. whose duties require them to coordinate the operations of a
number of system users; and 3) to allow observation of

‘f_ console operators for training and supervisory purposes.
liow we start defining the operational requirements
listed in the second half of the 1list given in Table 4
" These are the features and capabilities that should be
incorporated into system and terminal design to satisfy the

fundamental requirements just covered.

3 Single Instrument Access and Selection. The system must

’ provide the capability to communicate on all communication
media wvia either a handset, headset or speaker/microphone
'it and pe selectable by console operators based on their commu-
nication tasking. This includes the necessity for single

microplione access to all communication media.

Single Action Calling. This 1is required to initiate and

S receive IC calls by a single control action. This require-
- ment holds for R,/T transmissions and announcing systems as
q’ well. This «capability helps satisfy the regquirement for
Ef speed and simplicity. Activation of a single push button or
'} switch labelled by subscriber title of work station to
‘ initiate a call eliminates the need for a user to recall or
e look up a subscriber's number or code prior to initiating
the call.

Busy Circuit Indication. This capability allows the

a
user to identify or indicate busy IC circuits prior to the
o call being initiated. This will eliminate the disruptive
- and distracting effects of signalling subscribers when they

\ are engaged in another call. This also minimizes delay time

-
4

- resulting in operator distraction from tactical displays.
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Sorme IC experts, [Ref. 5: p. 15], feel that both a visual
and audible indication are required. This author feels that
onlt one indication 1s necessary and that it should be

v

~13ual only, in order to reduce noise levels. With the
caller taxking positive action to i1nitiate a transmission, he
is already locking for a busy signal indication (flashing
Lighz). Therefore, he does not need an audible indication
o alert him to the situation; as 1s the case when he is
receiving a call.

incoming Call Alert. This capability alerts wusers to

inceming IC calls through a brief audible alert to prevent
thelr distraction from potentially more c¢ritical taskings.
An audible vice visual alert does not require the operators
to constantly visually monitor their console. When a
headset is being used at a console the audible alert should
emanate from the earpiece(s) in the headset rather than
through a console speaker in order to reduce noise levels.

ID of Calling Party and Urgency of the Call. These two

requirements go hand-in-hand. The system must be able to ID
the party or the watch station initiating the call in order
to screen incoming calls during high tempo operations and

also indicate the urgency of the call to enable the user to

determine the priori- of calls when two or more are
received simultaneously. These are two essential require-
ments for C? personnel. They do not have time to respond to

alls that are not relevant or time critical during periods

‘.

C
cf nigh demand. An additional feature that would be useful,
would be the capability to indicate to the calling party
what his status is. £, for example, he receives indication
that his call is considered a low priority he may terminate
his call, thus not on.iy lessening the system load but also
freeing himself to do other things. Another use would be 1f
ne received a low priority and he felt that was a serious
mistaxe based on the tactical situaticn he could then invoke

call break-in.
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Call Override.

required to alert personnel to an urgent incoming call when

A call (or ring) override capability is

they are engaged with another IC call. This function should
have priority over all but radio communications in progress
at the called station. This capability can be provided by
the same capabilities described in the previous requirement.
Shipboard personnel prefer call override to the break-in
method for the majority of urgent communication exchanges
([Ref. 5: p. 15]. The break-in method is disruptive and
lacks privacy. Plus, the calling party may disrupt a call
that is more urgent.

Break-in. This capability 1is requived to deliver
messages of extreme emergency. Although call override may
pe the preferred method, emergency situations do arise that
reqguire immediate access to other users. In such a situ-
ation the calling party must be able to gain immediate
access to the called party or station by activating a single
control and the called party must be able to receive and
respond to the «c¢all without activating any control or
functions.

Call Hold. This 1s required at the console or terminal
to enable IC calls to be temporarily terminated when a more
urgent call 1is to be received or transmitted. This also
speeds up the communication exchange by keeping the tempo-
rarily terminated console on-line while the urgent call is
in process, eliminating the need to re-initiate the call.
This is what would occur when the break-in capability is
invoked.

Hunt-Not-Busy. This capability is required at vital C2

nodes, but not necessarily at each individual console, to
route incoming IC <calls to an idle terminal in watch
stations where more that one terminal is implemented for
decision making personnel. Implementation of this capa-

bility at C? consoles is desirable, but only if it can be
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selected during 1initial console set-up and can be easily
cancelled at any time [Ref. 8: p.2-12]. One other point, is
that this may be desirable for routine calls but not neces-
sarily for urgent or high priority calls. The caller may
prefer a busy signal indication prior to initiating his call
to allow him to chose call override or break-in capability
depending on the situation rather than possibly wasting
valuable time being routed to another terminal.

Conference Call. This is reguired to enable subscribers

to communicate simultaneously with two or more other users.
Conference <calls are necessary for planning and decision
maxing purposes and for coordinating various aspects of C?2.

Instrument Desian. This refers to headset design. It

should be constructed of light-weight materials to prevent
user discomfort during prolonged periods of use. It must
also have non-occluding earpieces to prevent masking of
face-to=-face communications and communications that are
monitored over speakers. However, this requirement might
recessitate a reduction in background noise that could be
interfering with a user's ability to hear properly over the
headset. In addition, a split headset capability (a

ifferent circuit to each earpiece) must be provided to

allow for the monitoring of two circuits simultaneously.

Single Action Transmission. Push-to-talk (PTT) actions
are not required for IC calls. Single action calling opens
a circuit and no further action is required. Access to

announcing circuits should provide the option of spring
loaded PTT buttons to provide channel selection or alternate
action (non-PTT) buttons. R/T transmissions also require a
single action PTT button. Additionally, in order to allow
as much freedom of mcvement to a user as possible, he should
have available both foot-cperated and hand-operated FPTT
buttons. The foot pedal would also free the user's hands

for other tasks.
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Briahtness Controls. These controls are required for

adjusting the intensity of light used to illuminate terminal
displays and control labels. Separate controls are required
for displays and labels that vary in design, size, intensity
etc.

Volume Controls. These controls are required to adjust

the volume of the communications received over the various

terminal instruments. Separate controls are needed for
adjusting the volume of the headset(s), handset(s) and
spearxer(s) at each console. A volume control switch is also

required for each earpiece of a split headset.

The next chapter «contains the description of SNTI.
Before going on the reader should ensure the he or she has a
firm grasp of, not only the fundamental requirements and
cperational capabilities of an ideal I1SCS, but the reasons
why these requirements exist. That is, what 1is it about
today's warfare scenario and the current IC systems
installed on U.S MNavy surface combatants that lead to poten-
tial problems and require a redefining of ISCS needs and
standards.

To have such an understanding 1is important because SNTI
is going to be presented from a point of view that attempts
to show how well 1t matches up against the concepts and

regquirements presented in the first three chapters.
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IV. SYSTEME NUMERISE DE TRANSMISSIONS IMTERIEURES OR SNTI

. Describing and then evaluating the performance of the
French built Systeme Numerise de Transmissions Interieures
et (SNTI) 1is one of the goals of this thesis. Hopefully the .
first three chapters prepared you, the reader, to be able to
understand the SNTI and how it stands up against the IC
fif needs and requirements discussed earlier.

The French requirements for designing an ISCS encompass
many of the same needs identified in the previous chapter.
The development of SNTI began with a background study of
¥ ISCS requirements in 1970. By 1972, the first working model
;ﬂ: had been developed and by 1978 the French began first gener-
ation development of SNTI for use on their Tripartite Mine
Hunter (TMH) program, Second generation development began
in 1979 and a working model was developed a year later.

Both the first and second generation systems use the
same basic principles and system architecture. The primary
difference between the two 1s that the second generation
;ﬁj system consists of four master stations vice only two and is
- configured with four coaxial cable loops insteacd of a dual

loop configuration.! These changes give the second genera-
A tion system a greater capability and capacity, a more
powerful reconfiguration ability and better wuser unit
(console) interface. During discussion of SNTI specifica-
. tions and capabilities, all data provided can be considered
S applicable to both generation systems unless otherwise

AN indicated. 2

: 1 Some SNTI documentation refers to the master station as
S a pilot station.

2 The source of all the information presented on SNTI in
this thesis, was from a package of unpublished and
on unauthored material provided by MNaval Ocean Systems Ccmmand,
Wb San Diego, Ca.
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1 A. SNTI GENERALITIES

In its simplest terms, SNTI is a time division multiplex

(TDM), the ports of which are distributed over a single
transmission carrier consisting of a coax <cable which is
arranged in a closed loop. This loop system 1s managed by a
master station where the subscribers are connected to the
loop through connecting stations; each of which can receive
up to 16 different subscribers. 3 Figure 4.1 and Figure 4.2
provide examples of the basic SNTI architecture.

A system directory (a definition of 1links between
subscribers) is stored in the master and connecting
stations.

Equipment specific to SNTI include interface wunits for
the automatic telephone, announcement amplifiers and radio
transmitter receivers. There are also operator consoles for
connection to a shore telephone network. In addition, there
are the operational units (consoles/terminals) available for
intercom use, radio access and announcement control. With
this equipment incorporated into the system, SNTI is able to
provide dial telephone service, general announcing service,
operational and technical intercom service and radio net
distribution.

The operating features of SNTI can be broken down in

general terms to four main features. First 1s the baseband
“ransmission of digitalized information. With a digital
systen, thhe choice o0f baseband (vice broadband) 1is an
cpbvious one [Ref. 9: p. 332]. Baseband provides the benefit

f ' of increased system speed. Also, with the growing concern

- for increasing capacity of a system comes the need for a

E high degree of multiplexing to utilize such a capacity; and
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] Scme SNTI documentation refers to connecting stations as !

3
ccncentrator stations.

57

hat e SuCan M S {
O R




N M AC RIS et ARt It St ind At el Al Jhar iy E AN A feh i ol e/ A i g Ve S A g SRALEC A i iiaat Jaeth M ianid ~
/ ACTIVE COAXIAL CABLE
MASTER STATION —
—— — — (ACTIVE) _ —]
' |
| % | /N
3 | |
2 I |
. -d
Y l
: | .
= CONNECTING CONNECTING
. ; STATION STATION
- I T
PRl |
2 | :
'3 l
3 | |
" A l |
At |— STANDBY COAXIAL CABLE '
2
3
2 | ,
: \
X |
X
' CONNECTING CCNNECTING
STATTON STATION
I 1
| /N
| |
[
' |
| [
l— ——= — — - .aSTER STATION J= — — =— J
(STANDBY)
-
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this is more easily and cheaply achieved with digital (time~
division) rather than analog ( frequency-division)
techniques.

The second feature is that of synchronous digital multi-
plexing which, as can be seen from the previous paragraph,
goes hand-in-ha:nd with baseband transmission. The next
feature is loop organization which aids in the simplicity of
operation. Ti=» final feature is the capability for auto-
matic reconfiguration in case of damage. This 1s possible
through the use of a continucus self-monitoring system
including a backup master station and alternate loop. Both
cf these topics will be discussed in more detail later.

Before getting into the specifics of SNTI, one needs to
know of the c¢riteria that were established prior to system
development. The criteria, or SNTI objectives, were as
follows:

1. Cable length and weight reduction

2. Transmission of voice and data on the same network
3 Easy connection of subscriber equipment

4. Great flexibility

5 Easy modification c¢f the network

6. High reliability

7. Ease of reconfiguration

8. High level of safety

8. EZasy maintenance
10. Low installation costs
11. Improved network integration

With these objectives in mind, along with the needs and
requirements identified previously, we will now move on to
the next section which provides a more detailed description
of SNTI. 9

B. SNTI SYSTEWl DESCRIPTION/SPECIFICATIONS

The SNTI consists of three primary picaoes of equipment:

e

._ master stations, connecting stations and user stations.
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This section will start with definitions of each and then
attempt to show how they interface with the system as a
whole. This will entail a description of other SNTI compo-
nents as well as specifics on system operating characteris-
tics and parameters. A description of a master station
comes first.

[laster Stations. The primary purpose of the master

station 1s management of the system or, mcre specifically,
the loop. To do this it generates and inserts into the
multiplex the frame alignment codes from which the digital
multiplex can be extracted. In conjunction with this, it
must alsoc generate a clock frequency that provides transmis-
sion delay compensation (i.e., phase control) in order to

obtain a one-way closed loop transmission system. This

ensures correct phasing of the loop regardless of lenc¢th.
See Figure 4.3
Additional function performed by the master stations are:

1. Providing access to  the directory required for
creating subsystems which _ conform "to  the inter-
connectivity matrix (or grid) laid down in the system
specifications.

2. In conjunction with a teleprinter it offers a facility
for feedlng in data (network changes, special mainte-
nance and testing programs, etc).

3. Exercising, continuous supervisory  control of all
system devices ensuring fault detéction and location
audtlndlcates fault reports or displays to the telep-
rinter.

4. Upon a loop interruption it emits signals to trigger
an automatic loop reconfiguration.

In normal operation one master station is active and the
other(s) are in a standby mode. In a system with more than
two master stations, the standby one designated as the
primary backup monitors the system in a similar fashion to
the on-line station. Each station is backed up by a buffer

r battery system. This means that in the event of a failure

Chry

IR
o'

in the main network, it's necessary to switch over to the

l'\‘
. .-.

protected network to maintain operation. The minimum time

required to make the switch is 200ms in order to allow for

proper re-initialization of the system.

.
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Connecting Stations. These stations allow for connec-

tion of up to 16 subscribers to the loop. It provides these

Ml il Rl 2 o
LN T
ety

L Y A

subscribers, or users, with an information input and output
facility, allowing signalling and information to be intro-
duced into and taken out of the multiplex. For each user,
one or two listening channels and one transmitting channel
are available. See Figure 4. 4

The connecting stations are divided into two parts:
commeon circuits and user terminal interface circuits. The
former are the essential part of the station and ensure the

following functions:

1. Incoming signal regeneration.

2. ETtraction of the time clock signal from the multi-
plex.

3. Frame and multi-frame synchronization.

Real time processing of signalling messages.
The second part, the terminal interface units, are stan-
dardized throughout the system and are designed to provide:
1. Two 32 Kbps receiving channel.
2. One 32 Kbps transmitting channel.

3. One incoming signalling channel.

4. One outgoing signalling channel.

5. ©One 32 KHz clock.

6. The power supply for specific subscriber functions.

As with the master stations, each connecting station is
backed up by a buffer battery supply and the same 200ms time
period 1is required for system re-initialization. The
connecting stations are also the power supply to the
subscribers and their associated functions that are assigned
to each station. For example: the subscriber station
itself, radio interface, service operator telephone board,
etc. The power consumption of each subscriber is included
in the power consumption of each station.

User Stations. The purpose of the user stations (or

operator console/terminal or subscriber station) is the
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Figure 4.4 Connecting Station Block Diagram.
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management of the various communication links through SNTI.
These communication links are radio, intercom/conference and
announcing/alarm. Each station is comprised of two recep-
tion channels and one transmission channel for wuse in a
single or dual function mode. They are also fitted with two
pushbuttons for selecting the desired function, one test
pushbutton and 19 other general purpose pushbuttons for
individually selecting the links provided for in the system
directory for that console.*®* Combining these features a

standard user station could appear with a console resembling

the one described in Table 5 . Two examples of how a user
may select up to 19 links from all the available functions

is shown in Table 6

TABLE 5
OPERATOR COMNSOLE FEATURES

a pushbutton board comprising:
- .2/8 pushbuttons for link selection on each position
- two pushbuttons (Fl1 - F2) for position selection
- one test pushbutton

- one PTT pushbutton

- two audio connectors for headset(s) or handset(s)
- a pad for labelling the connecticon board

- a front panel loudspeaker (SNTI 240 only)

e

Intercom (point-to-point or conference), radio circuit

and announcing or alarm are the functions available. The F1

and F2 positions are dedicated to one of these functicns

T —pp——p
Cha s SRilir S0 gt e e o an g

through the station directory. The wuser can receive
-
ié': ¢ The =maller, 120 channel SNTI systems have only 8
] general purpose puohbuttono providing a maximum of 15 links
b elznt 1inxs per function).
é
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TABLE 6
EXAMPLES OF LINK SELECTION

Example 1: Single function use - intercom only.

Sixteen point-to-point intercom links are available,
plus three accesses to_three separate conference
circuits making a total of 19 links.

Example 2: Dual function use - intercom and announcing.

Eight point-to~point links and five accesses to five
separate conference circuits in the intercom

function are available, pius six announcing links for
announcing con five separate networks and for general
announcing on_all five networks simultaneously,
making a total of 19 links.

simultaneously on his headset, or handset, and on the loud-

speaker one channel among 19/8 on Fl and one among 19/8 on

1y

2. At any one time the user can have only one connecting

['S

n each position. Listening of both the selected channels
15 simultaneous, but transmission only goes via the actuated
channel. With these points in mind a brief description of
system operation at an operator console 1is provided:

When F1 pushbutton is depressed:

[

The operator can call one of 19/8 Fl1 lines by
depressing the corresponding pushbutton.

2. The operator can talk to his F1l correspondent and
still listen to both Fl and F2 correspondents.

3. n incoming call wvia Fl is signalled by the flashing
of the corresponding button.

s

Al 1ncoming call wvia F2 1s signalled bg the flashing
of the FZ pushbutton. The operator must then depress
the F2 pushbutton and the calling line then flashes on
the corresponding pushbutton.

w

test pushbutton_ _is taken into account by the
tem only after all link selection pusnbuttons are
7T button is off. The status of the '
ted is immaterial

Intercom letwork. The intercom units are equipped with

woice inputs and cutputs, call keys and signalling devices

and allow communica*ion with one or several uses on the same
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network. The intercom (or interphone) provides point-to-
point connections and conference lines for operational and
technical department communications. The capacity for the
intercom network allows for 30 users to operate as part of
this function, each having up to 19 links to be selected
among the other possible 29 parties and five conference

lines. Refer to Figure 4.5 and Figure 4.6

S/P Phone Lines Interface. The purpose of this inter-
face is to connect a S/P phone line to the loop. Each

interface is compatible with the use of up to eight S/P
headsets connected in parallel. The S/P phone network
allows for connections to operational systems and to tech-

nical and maintenance systems.

Announcement Interface. The announcing function, via
multiple access terminals, provides for either command
transmission (general and specific broadcasting of voice
orders) or alarm tone transmission (Audio alarms) to one or
more loudspeaker networks, each of which is interfaced with
the system by means of an announcing interface. The purpose
of this interface 1is to connect announcement low frequency
amplifiers to the loop.

Two types of links are part of this function: 1)
partial announcing, which is a one=-way link between a user
and the announcing interface; and 2) general announcing
{ speech or alarm tone) which is acceptable to a multi-
directional link between a user or an alarm channel and all
announcing interfaces concerned. In the case of several
simultaneous announcing requests, transmission priority is
in the following descending order:

1. Alarm announcing
2. General speech announcing
3. Partial announcing

Priority 1is also assigned to each console with an

announcing function. The priority 1s 1indicated on the




ASSIGNMENT COF 1SCS ™Y
120 CHANNELS NAB | NCX | NGCS REM22KS
Reserved - 1 0 R2served cnirne!
Radio interface 10 20 |1-20 Cne pair of channels per T/R
Ragio user unit 15 - ocg charnel: T
- aven gnannel: R
Talecngne 32 32 21-32 Cne cnannel per taleonncne
Unused - 10 $3-82
Half-Juplex )
Zanfarence 2 5 |63-a7 Cne cnannel cer ccnference
Inzercom 15 15 63-32 One znannel per interccm
innouncing interfica) 3 5 |83-37 One channel per network
Anncuncing user unizy 15 One general cnannal
Alarms 3 5 {328-22 Cne channel cer alarm
Ta2l2onone service
ccard 3 5 (93-98 Cne pair of channels per
exterral line:
- ¢ne snared line
- two grivileged lines .
Unused - 10 |99-1C3 .
System tones 6 11 |109-119| One channel cer tcne

“A8 = number of subscribers

CX = number af caiannels
“CS = zZnannel numpers

Figure 4.5 Channel Assignment in the 120 Channel SNTI.

directory or addressing matrix of its connecting station.
Three priority levels are assigned. Therefore, 1in case of
access conflict, access will be granted to the predominant

type of announcing coming from the highest priority console.
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ASSIGHMENT CF ISCS

120 CHANNELS NAB | NCX | NOS REMARKS
Reserved - 1 2 Reserved cnannel
Radio interface 20 40 |1-40 One pair of channels per T/R
Ragio usar unit 30 - - 0dd charnel: T

- even zhannel; R

Inter-om 20 30 |[41-70
Contarence user unit
Half-3uplex 5 |71-75 Cne channel per ccnferenca

ccnrarenca

innguncing interfaces| 3+G 6 |76-31 Cne channel cer 2nnouncing
natwork

inncuncing user unit| 30 - One ceneral anncurcing
cnannel

Telezncne 20 20 132-101 | Pcoled channels: 10 simul-

taneaus links

Telecngne service
ccarg 3 6§ (102-107| - Cne pair of channels ‘or
the nccming snared line
- Two pairs of channels for
two privileged lines
Telecrcne {2xtensicn
- srcre lines) 2 4 |1C8-111} Cne pair of channels per
: additicnal privileged sub-
scriber
Speach tests - 2 1112-113] Speech test on user units
with radio or announcing
function only
System tanes - 6 114 Dial tone .

115 Silence -
116 Ring-back tone
117 2usy

118 Unavailable
119 [1legal

NAB = number of subscribers
NCX = numper of channels
NCS = cnannel numbers

Figure 4.6 Channels in the 120 Channel SNTI Extension.
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}f; The capacity for the announcing network allows for 30
o users to operate as part of this function, each having up to
19 links to Dbe selected among the five possible announcing
networks, general announcing and alarms 1if applicable.

Refer to Figure 4.5 and Figure 4.6

Conference Interfacing. The purpose of this interface
is to mix the audio signal of two or four channels. Calls

may be established between several parties via the confer-
ence function. Only one party may speak at a given moment,
while all parties, including the speaker, listen (half-
duplex conference). The user initializing the conference
has transmission priority. The five possible conferences
are of the pre-programmed type. As a result, the operator
initializing the conference actuates the corresponding push-~
button and the system then automatically calls all parties
on a pre-established list defined in the programmable system
directory.

Radio Interface. This interface corresponds to the

equipment which can be directly enclosed in the set itself.
The purpose of it is to connect radio equipment to the loop
thus enabling the following:

1. Acceptance of an analog frequency (AF) signal coming
from the receiver.

An AF modulation to be presented to the transmitter.
Cetection of action on the microphone switch by a

radio terminal operator and access on the loop to the
transmitter to order the transmission.

'Y ) 4. The pizk up of condition information such as transmit
b — crder, busy circuit or out of service.

o The radio operator terminal is derived from the radio
;?iz interphone terminals. It enables the operator to have
;f%é access to the radio links. The terminals giving access to

ot these links permit double listening for the supervision of
N two radio 1links or one radio link and one intercom link.
The capacity of the radio network allows for 30 users to

cperate as part of this function, each having up to 19 links
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to be selected among the 20 possible radio or transceiver
lines.

Modem Interface. The purpose of this interface 1is to

connect modem equipment to the loop.

T=lephone Interface. The purpose of this interface is

to connect a standard telephone set to the loop. Each
interface unit contains a delta encoder/decoder (codec) and
code conversion circuits for signalling information. The
codec encodes and decodes the voice signals to and from
digital form. In addition, this interface interprets the
condition of the line, encodes the dialing signal and for an
incoming call provides the ringing current. The standard-
ized interface used permits telephone set connection through
a junction box which can be included in the telephone set
sole.

The dial telephone system has two types of subscribers

having access to the system: subscribers using normal dial

telephone sets and subscribers using priority or privileged
telephone sets. Including both types of subscribers, the
system can accommodate up to 90 phone sets, of which four
are privileged sets entitled to direct, external, "shore"
type access, plus one forwarding set and the telephone
service board set (a more detailed description will come
later). These features enable the telephone network to

provide the following services:

1. A shipboard subscriber set has access to all other
sets 1n the network through simple dialing.

2. Privile?ed subscriber sets are also rovided with
externa access through double dialing (O for

external).

3. The telephone service board 1is provided with external
access via the shared line.

4. Privileged subscriber sets and the forward set can put
calls on hold (by dialing O0), perform dual calls (by
cdialling a second tlmee and forward calls on_their
incoming external line bg putt;n? on hook). In the
latter case, _they lose their right to external access
asl%ong as their line 1s kept busy by the forwarded
call.
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A pool of 20 <channels providing for 10 simultaneous,
internal calls is available to subscribers for onboard phone
calls. These channels are picked up and released by the
calling party's connecting station. However, the master
station supervises the channels of the pool, so0 as to be
able to release them in the event of failure on the part of
the <calling subscriber or the subscriber's connecting
station.

Telephone Service Board. This is also referred to as

the Service Operator Telephone Board and 1s for the sole
purpose of management of shore calls through a common line.
That is, it manages an external, shared, '"shore" type tele-
phone line which contains interfaces of shore type, external
lines for two privileged sets (dedicated lines), as well as
the interface of <the shared external line (a common line).
The shore telephone lines are compatible with the Private
Automatic Branch Exchange (PABX).

Channels. On this system channel management is
conducted two ways: Via a channel pool with random access
{e.qg., telephones) or by dedicated channels whereby a
channel is allocated to a subscriber or a service. Both

modes of management can be mixed due to the availability of
a signalling channel and loop control provided by the master
station. There are alsc auxiliary channels that provide for
maintenance of the availability of the locp through contin-
uous supervision of the entire system to ensure instanta-
neous fault finding with an alarm indication provided at the
master station.

The two modes of channels are allocated to either a user
station (intercom, telephone, etc.) or to a service (confer-
ence, alarm, etc.). This allows for a maximum system accom-
modation capacity of 90 shipboard telephones, one telephone
service board as defined previously and 90 user station

channels. See the listings in Figure 4.5 and Figure 4.6
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The maximum of a 90 user station channels is assuming the

fi station is in single vice dual function mode providing for
l . up to 30 intercom sets, 30 radio links and 30 announcing/
N alarm networks.

;3 Time. This system operates with one master clock along

‘;f with the necessary number of slave clocks (which varies
\ ) according to system size).

- Communications Loop. SNTI attempts to reduce cabling

and provide flexibility for IC by combining into one unique
digitalized network the independent IC functions reguired
) aboard ship. A 50 Ohm coaxial cable is used to connect the
. system stations. The benefit of that is in its suitability
to baseband signalling. More specifically, for digital
signals the 50 Ohm cable suffers 1less intense reflection
" from the insertion of taps on the line and provides better
'iJ immunity against low freguency electromagnetic noise,
) thereby providing greater system reliability. A minimum of
two cables per system are used to provide redundancy. When
the active cable between two stations is damaged an auto-
iﬁf matic reconfiguration occurs wvia 1implementation of the
. second cable (or loop). See Figure 4.7

;5i The main principles of the communication loop are: 1)
use of time division multiplex (covered 1in the next
section); 2) transmission of the multiplex in baseband; and
;;; 3) one-way closed loop transmission. In addition, the loop
. contains a built-in-test (bit) system for detecting system
..3 faults and for identifying faulty stations. Loop failure
vil can be replaced down to the line replaceable unit level.

-.5 Link Structure. The coax 1links are run between the
'Aj stations to transmit a well defined message - radio link,
! interphone 1link, announcing link, etc. Table 7 provides a
i1ist of basic structures necessary for a system of intercom

N links.
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TABLE 7
l;- INTERCOM LINK STRUCTURE
3 Structure Structure Analogy with sepa-

’ diagran rate resworks
\
push to :zalk bidirectional Interphone between two
N point to pcint ""___..E] correspendants, special
o) Li.‘——"‘ radioservices wmodulation
e receptica in telephony
: Sizoultaneous point to point Automatic telephone

bidirectional B' "lsl
Transcit unidireczional LD D C] Interphone broadcast

zultipoint

\

] General broaccast over

‘ /j loudspeaker

Reception of one or
nore tadio links

-:_‘;". Bidireczional multipoint Cenference cotnected
grid . g interphones

Autogenerator telephcnes

R Receive uzidirectional
L wulzipoint

o erminal (User)/Connecting Station Interface. The

‘o)

. -‘l
' o~
'HL s

terminal, or wuser, interface is designed to satisfy all

operational voice terminal constraints. These operational

o
r 'y
PR

terminals perform the following functions: intercom, radio 1

access, general announcing or any combination of two of
them. The interface itself consists of the following wires:
N 1. Receiver channel one

2. Receiver channel two

3. Transmit channel
- 4. Clock

5. Terminal input signalling
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‘;E? 6. Terminal output signalling

e 7. Common channel
!_ 8. 12 volt DC power
j‘j‘ 9. Ring voltage 1
:}: 10. Terminal recognition

o 11. Reset

£). The connecting station - +terminal interconnection is
EE: obtained by seven wires , the purpose of which are given in
\§3 Figure 4.8, with the arrows indicating the direction of
::f information flow.

;i: Connecting Terminal

flf - Transmitted data Stifigg ---------- ---

_!1 - Received data one = =-<eecccccecccea-a- >

' - Received data two = = =-~ecm;ceccceaa-a- >

- Received signalling = =  eececccemccccca--- >
- Transmitted signalling {memememcccc e ———-

- - Time base (clock) = =  ==w== e >

f;s - 12 volt DC power supply  ======-cec—cecaa--- >

b~ Figure 4.8 Connnecting Station - Terminal Connection.

f This type of connection enables any terminal to receive

v two simultaneous calls and leads to maximum simplification
;i of circuits available in the terminal and in the connecting
."' station. The following points deal with this interface/
fiig connection:
;ff; 1. E%e interfage su%poses thag a%l déta gxchangedhbetgeen
-;;‘ digigg??gggfng station and the user station as been
Y 2. The time base (clock) which times the data exchange is
- at a 32 KHz freguency.
ig;f 3. Ige connecting station regularlg interrogates the user
ST stations to which i1t is connected. It initiates all
e signalling exchanges.

=
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4. The exchange procedure is a start/stog procedure for
the signalling of words. The words belong to an ASCII
alphabet of seven bits to which one parity bit is
added thus giving an eight bit code.

5. The signalling messages are normally exchanged at a 32
Kbps mocdulatidn ratée, however,  the terminal (user
station) 1s designed so that 1t is always the clock
signal sent by the connecting station which is used to
set the signalling rate.

The signal digitalization process is the 32 Kbps modu-
lation rate however, _the terminal is_ designed to
receive a qiock signal which can attain_ 128 KHz. This
has the effect o enabling a digitalization b% a
process which has a maximum Dbinary rate of 132 Kbps
vice 32 Kbps.

[0))]

Signalling Exchanges. The signalling exchanges between

user and connecting stations are performed in an asynchro-
nous mode requiring each ASCII code word to be preceded by a
single start bit and followed by two stop bits. Figure 4.9
shows the basic structure of the exchanged word.

The exchanges are based on the acknowledgement/no
acknocwledgement (ACK/NACK) procedure. With initialization
0f signalling exchanges assigned to it, the connecting
station interrogates its connected user stations one by one
within a given period of time that is compatible with the
reaction time of the station operator. In order to guar-
antee exchanges of limited duration, the number of words
exchanged 1in a sequence during an interrogation remains
limited and is defined for each procedure.

Directory Specifications. Data used to describe the

I system directory are divided into three groups: 1)

F

Y

L.

ata contained in the diode matrix board of the master
stations; 2) data contained in the diode matrix board of
each connecting station; and 3) common data contained in the
directory memory (2K REPRCM) common to all connecting and
master stations. The data contained at the master stations
consists of station addresses and system parameters required

for reconfiguration, remote zupervision and operation. The
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data at the connecting stations consists of the addresses
and parameters of the subscribers connected to that station.

The third part of the directory defines links and facilities

authorized for all system connected subscribers. Unlike the
data at the master and connecting statiqns which 1is user
programmable at each station wvia built-in diode matrices,
the final part of the directory 1is common to all stations

and is stored in specific re-programmable memory.

The way this system 1s established, in a very basic
sense, 1is as follows. First of all, addresses must be allo-
cated to each subscriber. This is done in the connecting

printed circuit bocard of the connecting station by setting
call numbers on a diode matrix. Then the inter-connecticn
grids laid down in the SNTI specifications are reproduced on
one or more matrices, which can be located inside the .aster
station (usually smaller systems) or outside the master
station (larger systems).

Teleprinter. The teleprinter(s) 1is connected to the

master station to assist in management of the loop. It
provides readouts on control status, tests and alarms and
indicates fault location. Usually one teleprinter is

connected to two master stations.

C. MULTIPLEXING

The operation of SNTI is based on the principle of Time
Division Multiplexing (TDM). This procedure, simply put,
allows for the division of a transmission medium into two or
more channels by allotting the medium to several different
information channels, one at a time. Though some comments
concerning TDM were made earlier, before getting into the
specifics of multiplexing a brief review of general multi-

plexing techniques is offered. See Ref 9
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1. Principles of TDM

Time division multiplexing requires that every
signal be 1in a digital form prior to transmission. The
digital signal 1is then inserted into the multiplex circu-
lating on the medium (the coax loop in SNTI). A TDM can
consist of: l) a bit organization - one bit per time slot;
2) a block organization - one block per time slot; or 3) a
mixed organization - a combination of the two.

Here is how TDM works. There are a given number of
digital signals to be transmitted. They are identical in
bit rate but, need not be synchronized. These signals are
sampled by rotation.

The sampling rate is determined by a common clock
whose frequency is a multiple of the bit rate of any indi-
vidual channel. A sample is then removed from each offered
signal in seguence and the process repeats. Figure 4.10
provides an example of this process.

The sampled signals are then placed end-to=-end to
form an aggregate signal or multiplex. Each slot of the
multiplex contains information (the sample) from a channel.
The system needs to know what channel that information is
from. This is accomplished by c¢ounting the sample's posi-
tion relative to a synchronization (sync) signal, also
called an alignment code.

Cne alignment code and one sample from all the chan-
nels together form a frame. Therefore, the frame alignment
code eguates to the sync code.

To extract a particular channel, a cleck signal 1is
synchronized with the multiplex frame and a counter, using
the frame sync code, counts off the required slot. The

signal is then extracted from the slot. The seguence is
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repeated and the extracts are place end-to-end as they are

removed. This reproduces the original signal. Now this
technique will be applied to SNTI.
2. The Multiplex Structure Used in SNTI
The multiplex for this system (120 channel -vstem)
is required to carry two kinds of information. The _.rst is

made up of digitalized voice signals and other data between

system subscribers. Voice signals are digitalized by use of
Celta Modulation (DM) at a bit rate of 32 Kbps. At this bit
CM provides a very good quality voice transmission
bandwidth from 300 - 3400 Hz).

multiplex

rate,

(1.e.,
the
eliminates the DC
the clock
The other

The transmission code

of is baseband in code which

a split-phase
component and contains the information to
extract signal.

kind of

This includes:

consists of

l) data to establish and
2)

3)

frame codes to recognize and separate

information carried
signalling data.
terminate connection between

subscribers; supervisory,

monitoring and reconfiguration messages; data to estab-
and 4)

The bit rate of the signalling channel is 875

lish messages;
information.
bps; as compared to the basic common channel bit rate of 32
ops.

based on a frame of

The multiplex wused by SNTI is

128 slots (or bits) on a bit-by-bit basis (one bit per
slot). See figure 4.11

The first 120 bits of each frame are used to
transmit the proper information. These 120 time slots

the 120 SNTI

system) and the remaining eight bits form a frame block for

correspond to channels (again, the smaller
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120 INFORMATION CHANNELS
1 SIGNALLING BLOCK

/————wf\/#\

..... 5, 18 120 - 127.

T 1]
' /
n 120 BITS 8 BITS |
128 BITS '
& —= —
i BASIC FRAME R

Figure 4.11 SNTI Basic Frame.

alignment, signalling and to route control messages. The bit
rate per channel sampled is 32 Kbps, making the overall bit

rate of the frame
128 bits x 32 Kbps = 4096 Kbps (eqn 4.1)
The frame block is used only once per eight frames

and is specifically responsible for transmitting the frame
code or sync, multi-frame code, channel signalling and
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auxiliary channel signalling (for supervision, directory,
etc. ). The seven blocks of the intermediate frames are
dedicated to signalling and order-wire messages which are
technical message signals. The multiplex technique is per
bit for the common information channel and per block for the
signalling channel. This means that the signalling channel
is sampled at a much slower rate than the information
channel.

This eight bit block, or byte, 1is followed by the
120 time slots. Each time slot has the duration necessary
to obtain the basic communication channel. What this says,
is that each frame in renewed at the rate of sampling used
for PM (32 Kbps). Refer to Figure 4.12

Delta Modulation (DM). The method used for

converting the analog voice signals to a digital signal for

insertion into the multiplex 1is referred to as Delta
I[Modulation. The following description from [Ref. 9: p. 84]
provides a basic description of this encoding technique.
With DM, <the analog voice signals are approximated
by a staircase function that moves up or down by one quanti-
zation level at each sampling time. The important charac-
teristic of a staircase function is that it is binary - at
each sampling time the function moves up or down by a
constant amount, thus allowing for a single binary digit
:. output for each sample. In essence, a bit stream 1is
{f preduced by approximating the derivative of the analog
| signal rather than its amplitude. A one 1s generated if the
t staircase function is to go wup during the next sampling

interval; a zero 1is generated otherwise. See Figure 4.13

r

The transition that occurs at each sampling instant
is chosen so0 that the staircase function tracks the original

aralog waveform as closely as possible. For transmission

vy

»

the following occurs. At each sampling instant, the analog

input 13 compared to the most recent value of the

P
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) |
approximating staircase function. If the value of the
! sampled waveform exceeds that of the function a one is
generated; otherwise a zero. This binary value is then
transmitted as the next output digit.
o
R |
‘- 17 . A, . ‘..
o i 4 Colmervim
p ) 32 KHz \_“’(
v CLOCK
A | N .
iz ANALOG o R PO W
2 ~ DIGITAL
=z INPUT | L
E Si OUTPUT:!
3 S COMPARATOR ———»GATE l—o—»"
i . .
.2 23 T sE
=3 ; R .
2 R
o] »
e : LOCAL DECOLER R '
'S

RULE GF DELTA MODULATION ENCODING
, - _qSi< sl — B B
”:{ » 0 TR I

Si > Sl —L "1" . '."..' > \‘.u:b_ . :'

] Figure 4.13 DM Encoding Principle.
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It should be noted that a principle advantage of DM

cver Pulse Code Modulation (another popular analog-digital
conversion technique) 1is the simplicity of its implementa-
tzon, a design criteria for ISCS.

The description of TDM just provided contained oper-
ating parameters used in the smaller version of the SNTI,
the two master station, 120 channel system. Though some of

the cperating parameters are different, the TDM principles

{f are the same for the larger, SNTI-240 system. For a compar-
QL ison of the two system's operating characteristics see Table
i‘ 4.14 and Table 4.15
b7
-
o
ggi l Information channel bit rate ............... 32 Kbps
F’ | Number of information channels ............. 120
. | Frame code repetition rate ................. 4000/sec
;l ! “rame code length . ... ..ttt i 8 bits
i Multi-frame code repetition rate ........... 31.25/sec
| 3it rate of each channel signalling ........ 1750 bps
; Bit rate cof auxiliary signalling channels .. 12250 bps
|

Figure 4.14 SNTI-120 Parameters.
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Information channel bit rate ............... 32 Kbps
Number of information channels ............. 240

Frame code repetition rate ................- 4000/sec
Frame code length .......ciinnne s 8 bits
Multi-frame repetition rate ................ 15.625/sec
Bit rate of each channel signalling ........ 1792 bps
Bit rate of auxiliary signalling channels .. 26880 bps

Figure 4.15 SNTI-240 Parameters.
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V. ANALYSIS OF SNTI

Besides being capable of meeting the design requirements
specified for the system, SNTI must be  able to satisfy
design analysts and cost analysts with respect to the ques-
tion of wvulnerability. This vulnerability concept relates
to system design, cost and performance.

For example, the more staticns in SNTI the less vulner-
able it is to being destroyed by a single missile hit.
However, more stations probably results in an increase in
system costs and it may or may not have a positive effect on
system performance.

Therefore, an analysis of wvulnerability costs weighs the
pros and cons of these three factors against one another.
Does the addition of more stations justify an increase in
cost? Does this cost result in improved performance? Do
production costs drop with more stations and, if so, what is
the optimal number of stations to be included in the system?
These are just a few of the types of guestions that need to

e answered.

A. VULNERABILITY COSTS

In determining how to measure the cost of wvulnerability
with respect to a two (or more) output cost function, it is
necessary to understand the relationships between single
output functions and multiple output functions. This
requires a knowledge of the characteristics of an output
function, such as econocmies of scope, ray cost behavior and
the scale effect [Ref. 10]. Before analyzing these factors
some important assumptions need to be stated and the input
and output variables defined.

What is the cost of wvulnerability? It can be equated to

~he cost of consolidation. That is, the more consolidated
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! ‘ the SNTI is (fewer master stations and connecting stations)
the greater is 1ts wvulnerability. And obviously, the
N greater the number and the greater the dispersal of these
b stations the less the vulnerability of the SNTI. As will be 1
shown, the difference between the cost of consolidating
communication requirements {or joint production) and the
\?%{ cost of dispersing these requirements (or separate single
!“J? production) is the cost of vulnerability.
L O In this model there are two outputs, labeled Il and I,.
The amount or degree of connectivity between the mastersta-
. tions and connecting stations (Il) can be defined as their
. ability to communicate with each other or, put another way,
.1 their interoperability. The other output (I,) is made up of
all the other reasonable outputs of these stationms.

The input variables for a SNTI (or any ISCS for that

ettt
PR S TR T S AV
A A

matter) are numerous, but a short definition of a few of the
more vital ones that could be used in this model are listed
below:

1 CHANNEL CAPACITY: the number_ of channels available and
their transmit/receive capability.

FREQUENCY ASSIGNMENT: bandwidth, usage and capacity.

A 3 TRANSMISSION RATE: from the start of send to the
S completion of receive.

;}- 4 TRANSMISSION MEDIUMS: telephone, intercom or
T announcing and radio transmissions.

Tsé 5 ECCM CAPABILITY: ability to avoid a "softkill."

e 6 USER LOCATIONS: geographic position of user stations
b with respect to each other.

o 7 NODAL LOCATIONS: locations of master(s) and connecting
S stations.

T 8 USER - USER NEEDLINES: communication requirements
@ between users.

L 9 NODE - NODE NEEDLINES; communication requirements
(ol between master station(s) and connecting stations.

'ﬁ;j 10 COMSEC: communications security requirements.

;;; Values are assigned to these variables either arbi-
o trarily (though seldom), based on historical data, statisti-
.2;: cally or based on relative importance. The cost to achieve
o
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the desired level of each variable is then inputed into the
cost function.

With respect to wvulnerability, it's obvious that the
greater the number and the greater the dispersal of
master(s) and connecting stations, the less vulnerable 1is
the SNTI. For this to be economically prudent, the cost of
joint production (all communications through one connecting
station with only one master station) must be greater than
the cost of separate single product production {(two or more
connecting stations plus a backup mas:cer station). This
situation is cateporized by diseccnomies of scope. However,
by their nature, ISCS exhibit just the opposite - economies
of scope; where joint production costs less. The heavy
emphasis on the use of shared resources (CPU's) and collec-
tive resources (multi-channel connecting stations) tends to
generate economies of scale. Figures 5.1 and 5.2 provide
graphical representation of economies of scope.

The funnel shaped design in Figure 5.1, widens as the
output product levels (Il’IZ) increase., A given product mix
slices across the funnel and is shown by the curve AGFB.
Since this funnel opens upward, the middle of the slice (pt.
G) is lower than the ends (points A and B) which indicates
it cost less to produce the two outputs jointly, C(Il,IZ),
than separately, C(I)+C(I,). Therefore, exhibits econo-
mies of scope. If the funnel were to be flipped over, then
pt. G would be higher than the ends of the slice, points A
and B, indicating joint production (a single connecting
station) is more costly and exhibiting diseconomies of
scope.

Concurrent with this is the concept of "the index for
the degree of economies/diseconomies of scope,"” SC(Il,Iz).
This 1is the relative decrease/increase that results from

joint vice separate production.
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K= /
// INDEX
: A B il oF >
~ e
C:/A¢B OUTPUT
Figure 5.2 Cost of Production,
Therefore, if either
C(Il,Iz)<C(Il)*C(Iz) (eqn 5.1) T —

or

SC(II,Iz)z(C(Il)*C(Iz)'C(Il,Iz))/C(Il,Iz))>o (eqn 5.2)

you have economies of scope. I1f the inequalities are

reversed the result is diseconomies of scope.
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In Figure 5.2, the cost of production for one connecting

L
’

station (shaded area one) plus the cost of production for a

-
s
.

second connecting station (shaded area two) is greater than

e

the cost of Jjoint production with a single connecting

a .

station, therefore displaying economies of scope.

Another important concept in determining vulnerability
cost is that of ray cost behavior. Any ray, such as ray OR
in Figure 5.1 represents a fixed proportion between the two
products. This fixed proportion is given by the ratio of
the length of a line segment from the axis I; to ray OR and
from the line sepment from ray OR to the axis I, for a given
product mix (I;,I,). There are as many rays as there are
product mixes. By plotting ray average cost (RAC) and ray
marginal cost (RMC) a minimum RAC can identified. Minimum
RAC is located at the point of intersection between the RAC
curve and the RMC curve. Idealistically, this 1is the
optimum level of production, though it's seldom attained.
If the minimum RAC points are mapped out graphically, they
form a curve labelled the M-locus. See Figure 5.3

If the required output level is inside this curve then
only one production activity is needed. 1If it is outside or
to the right of the curve then two or more activities
(connecting stations) are needed.

The ratio of RAC to RMC also defines the scale effect.

The nature of returns to scale (Sn) 1is defined by this

ratio. If Sn>1 you have incr=asing returns to scale and
therefore decreasing RAC. If Sn<l you get decreasing
returns to scale and incieasing RAC. When Sn=1, returns to

scale are constant and RAC=RMC.

By taking the cost characteristics and their relation-
ships just mentioned. cne can measure the cost of vulner-
ability. Figure 5.4 shows the RAC and RMC for two selected

product mixes. In figure 5.5 the sum of their cost 1is
presented graphically. In Figure 5.6 the cost associated
94
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Figure 5.3 M-Locus.

with production on each ray is indicated by points Cys
(the sum of the costs for rays one and three) and Csy.
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The cost associated with C, is compared to the output
production costs of a single unit or, in this model, a
single connecting station. The difference between the two
costs 1is the cost of vulnerability. Figure 5.7, showing
economies of scope, provides a graphic representation of the
measurement of vulnerability costs.

B. SYSTEM EFFECTIVENESS

Measuring system effectiveness is not a simple yes-no
proposition. Accepting the fact that an ISCS can perform a
specific function is all well and good, but what is more
important is how well it performs that function.

A number of inputs (system parameters) go into
supporting a function in order for it to satisfy an outcome
(requirement of the system). Today's ISCS have numerous
requirements to meet and it is often the case that some

system parameters have to be sacrificed in order to make the
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Figure 5.6 Comparison of Individual and Sum Ray Costing.

system more effective as a whole, Numerous parameters or

variables, many of which are inter-related, come into play

REPRODUCED AT GUVERNMENIT LArenNDE

in evaluating system effectiveness. This section attempts
to define some of these variables, as well as shed some
@ light on the procedures a systems analyst might take in
evaluating an ISCS.

A System effectiveness can be defined as "a measure of the
- extent to which a system can be expected to achieve a set of

§ specific mission requirements." When analyzing the effec-
" ; tiveness of a system one will note a great interdependency
? 2 between the effectiveness of the system and the effective-
}5: ness of the mission the equipment supports. Though it is
ef. difficult to have an effective mission without the support
Gﬁ: of effective equipment, the analyst doing a systems effec-
f?ff - tiveness study will examine the impact of the equipment on
:?Z mission effectiveness vice simply whether or not the equip-

,!! ment worked.
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Figure 5.7 - Vulnerability Costs.

This section will examine how to determine system effec-
tiveness for the SNTI. The effectiveness of SNTI is a

measure of the expected adequacy of the services provided in

) an assumed operational environment.

- In order to evaluate the adequacy of the system, we must
) define some of the critical elements that comprise SNTI
J
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: given the requirements on the system, along with some of

F
s fe v b fo e,

P

SNTI's basic operating characteristics that are needed to

0
.l' z

H judge the system's effectiveness.

SNTI is a single loop transmission system that employs
;; digital voice encoding and Time Division Multiplexing (TDM)
nj of data. The system is distributed over a single transmis-
() sion carrier, a coaxial cable. With this system a distinc-
e tion is usually made between three user categories. First
N is the telephone network. Standard telephone sets are used
'i% and are connected to stations via interface units. Each
[ interface unit contains an encoder/decoder and code conver-
O sion circuits for signalling information. Users on board
[T~ ship can also communicate with subscribers of the shore
{yé network. Next 1is the intercom network. These intercom
iﬁ units are equipped with voice inputs and outputs, call keys
and signalling devices. These units allow communications
with one or several users of the same network. Finally 1is
what is termed a special interface. Interface boxes are
used to allow interfacing with radio transmitters and
receivers as well as allowing announcement amplifiers to be
connected up to the system.
Generally speaking the system consists of two main
) parts: 1) the transmission, multiplexing and demultiplexing
subsystems which includes the connecting stations and the
jﬁ?l master stations; and 2) the user stations, each having its

own interface for connection to SNTI.

',j The two independent master stations (at a minimum)
provide supervisory control for all system terminals that
are interfaced through connecting stations. They also
gelierate the signals essential for TDM operation. The

", master station's continuous supervisory control ensures

fault detection and location and provides for fault display
- an associated teleprinter or CRT. They also initiate

automatic reconfiguration in event of loop interruption.
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Each connecting station can accept up to 16 user termi-
nals, however, there is no user terminal that combines all
functions. Therefore, watch stations requiring access to
multiple IC systems and external radio will have a number of
terminal devices. The purpose of these stations is to
provide the users with an information input/output facility,
allowing signalling and information to be introduced into
and taken out of the multiplex.

At present, SNTI uses a 50-ohm coaxial cable that is
duplicated to ensure that in the event of cable breakage the
coax loop can be restored via reconfiguration. The second
cable is for this purpose. Larger ships may have more than
two cables.

Given this gquick review of SNTI, we now look at the
system with respect to the reguirements of an integrated
shipboard communications system. Systems effectiveness
analysts, after careful review of previous studies and plan-
ning efforts by the Services/Agencies and the TRI-TAC
Qffice, have identified 16 general elements for use in eval-
uating system effectiveness. See [Ref. 11]. These elements
are intended to be reasonably exhaustive and independent of
each other. These elements o¢r Measures of Effectiveness
(MOEs) can be divided into four groups and a hierarchal
structure can be formed as shown in Table 8

This thesis will now examine the effectiveness of SNTI
with respect to the MOEs provided. The U.S. Navy's interest
in SNTI is based on the systems ability to perform 1in a
worst case scenario. This means performance in a wartime
scenario or hostile environment and how well <c¢an a ship
perform its mission under such conditions. It's against
this background that SNTI effectiveness will be evaluated.
The ability of SNTI to meet each MOE will be examined on a

one to one basis starting with Communications Measures.
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TABLE 8
MEASURES OF EFFECTIVENESS

System Effectiveness
Communication Measures

Grade of Service, GOS
Information Qualltg, IQ
Speed of Service, 50S
Call Placement Time, CPT
Service Features, SF
Lost Message Rate, LMR
Spectrum Utilizatlon, SU

Stability Measures

Index of Survivability (overt),IS
Index of Survivability Aammlnq), IS
Index of Availability,

Interrupt Rate, IR

Reorganization Measures
Transportability, T
Mobility, M )
Ease of ﬁeconfiguratlon, ECR
Ease of Transition, EOT
Interoperability, f

Security Measures

Enemy's abil. .y to exploit our communications.

GOS is an estimate of the probability that a request for
communication service (placement of a call) will be blocked.
It i3 computed for the time period of greatest demand. In
evaluating system effectiveness a defining equation was

developed:

GOsS

£(T, C, R, A, D) (egn 5. 3)

T

Traffic volume or demand by type of service - tele=~

phone, intercom ,radio or announcing.
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C = Channel capacity; SNTI offers either 120 or 240
channels.

R = Alternative routing capability; with SNTI this
depends on system configuration.

A = Call arrival probability distribution. For SNTI
telephones this means a group of channels with random access
(Poisson distribution) are allocated and a caller finds a
free channel. If all channels are busy he receives a busy
signal. For all other services the connection facilities
are defined by a matrix representing the interconnecting
grid(s) as laid down in the system specifications. The
master station allows for connection to the matrices by
creating the subnetworks conforming to the grid(s).

D = Call or message duration; the value will probably
result from a review of historical data.

The second MOE 1is IQ which represents the degree of

accuracy with which the received signal compares to the

original transmitted signal. It may be defined as:
IQ = £(S,W,K,D,P,M) (egn 5.4)
S = Signal to noise ratio; a function of P, W and the

chosen transmission medium.

P = Power level; as required or selected for the
evaluation.

W = Bandwidth; as required or selected for the
evaluation.

K = Crosstalk (dB); varies with transmission medium and
the environment.

D = 9% of distortion; based on transmission medium and
environment.

M = [lodulation scheme and coding; SNTI is a digital
system using TDM with frames with 128 time slots on a bit by

bit Dbasis. 120 slots equate to 120 channels and the

103

i P o P U WP, e S . S .

WY e, W LY w'vT

PRIV VU P WOUU. We Ui Gy TR, Wk W U L‘.A\_.A_J




dUN T g e R An- SacAte Ailac AtacSla Ste b U SISV Sl Sl il Sl Sl Aol sk int Sat et Jiil St ol @raat Sl a il St stk Lafl et ave ord ard e SRR IR SVEY "'.".T

remaining eight bits form a frame block for frame alignment
and signalling.

The weight given IQ can vary depending on the transmis-
sion service selected. Also the values assigned to the

variables can differ greatly based on the service involved

and the parameters selected. Therefore 1t is important to
distinguish which service for information transfer is being
utilized.

Next 1s S0S, the expected time that a message requires
to move through the network from the last bit out of the

I e I v 4

* Y

T

sending terminal to the last bit in +to the receiving

terminal. This can be defined as:
- SOS = £(S, R, D, Pl, P) (eqn 5.5)
o
: S = Sampling rate; determined by a common clock whose

frequency is a multiple of the bit rate of a given channel.
R = Routing plan; varies with system design as it

depends on the size of the loop, number of stations, etc.
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- D = Pialing method; which varies with type of service
o selected.
[; Pl = Precedence level; relates to urgency of call,
>“E’ priority assigned to announcing channels etc.
? = Processor speed; S3SNTI has durations of 244 nanosec
for bit rate, 31.2 usec for frame repetition rate, 250 usec

for frame alignment repetition rate and 32 millisec for
-frame repetition rate.

follows. Simply put this is the time required to
establish a connection or complete a circuit between

callers. This can be defined as:

CPT = £(A, P, H) (eqn 5.6)
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A = Access time; which for telephone service depends on
the availability of a free channel. For the other services
access is a function of the matrix capability. The matrix
may employ manual access (diode matrix) or it may be imple-
rented by means of software.

P

H

Processor speed; defined for SOS.

Human factor; how well does the operator perform at W

i

his console.

Service features are a qualitative assessment of the
services available. These features are usually a function

of the console that interfaces with a system rather than the

system hardware i1tself. Some features falling under
Communications Measures are: single instrument access and
selection, single access calling, busy circuit identifica-

tion, incoming call alert, identification of calling party,
urgency of call indicator, <call override, call hold,
break-in, conference calling and volume/brightness control.
An equation defining SF would be a function of those
features considered essential for system effectiveness.

The LMR pertains more to hardcopy message traffic vice
volce transmissions. Its impact on system effectiveness
with regards to SNTI would be negligible so it can be
excluded as an !OE.

Another element, SU, can also be excluded. Though vital
to the analysis of communications system effectiveness it is

not really a valid MOE for SNTI, which only has an interface

P?' capapility with a ships radio transmitters and receivers.
g”f SNTI itself does not contain the hardware that this ICE
O evaluates.

:%f The next area to review under the MOE hierarchy is that
L, of Stability lleasures. The IS, for both overt attack and
o for jamming, basically re-evaluates the GOS sustained by the
& system after being subjected to an attack or to jamming. It
- compares the average number of calls completed after the
L
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attack or jamming to the average number of calls prior to
either incident.

In order to maintain a high level of GOS the design of
the system includes redundancy. SNTI is designed to incor- )
porate two or more master stations, up to 240 connecting
stations each allowing for up to 16 users to be connected to
the system and two coxial cables as alluded to earlier. The
flexible design of the system allows for maximum separation
between the stations and between the cables to minimize the
damage to the system from a single hit. Also, Dbecause the
transmission c¢ircuit operates on a digital basis, the
signals are immune to electromagnetic interference; besides

presenting no source of interference to the other shipboard

.

E; radio equipment.

f;"! The next MOE to be examined is the IA, which <can be
. simply expressed as the ratio of the up-time of a system to
i{ the total time required of the system. Part of evaluating
5: IA includes a determination of the Mean Time Between
F' Failures (MTIBE). To help ensure a high MTBF a solid state
{ design is used in designing SNTI. The system is constantly

tested and any fault detected 1is immediately printed on the
teleprinter or displayed on the CRT that is associated with

a master station. When a fault is detected in the loop
(interrupt or cutoff) the master station emits a signal to

rigger an automatic reconfiguration procedure, restoring
the transmission.

When a fault occurs in the active master station the
standby one takes over immediately. Also, the continuous
monitering system displays failures at the circuit board
module level thus allowing for quick repairs of the faulty
part. Plus, additional programs can be implemented for
bringing fault finding down to a component level. All these
f2atures help maximize system up-time thereby increasing the

system IA. Cne other point worthy of note, is that SNTI
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meets naval environmental specifications with respect to
temperature, humidity, salt spray, shock and corrosion.

Next, the IR measures the percentage of cails that are
interrupted inadvertently by the system for reasons other
‘ than pre-emption. This is a measurement of either the prob-
; ability of losing bit synchronization, system timing and
i crypto synchronization or signal fading. The value of the
L former would be based on a statistical analysis of the bit
error rate, clock failures, TDM weaknesses, etc. The latter
would entail a more subjective analysis based on selected
parameters such as frequency, power and bandwidth as well as
environmental conditions. Most of the analysis concerning
. signal fading would deal with the radio transmitters and
receivers that SNTI interfaces with rather than the system
i itself,

5 A third group of MOEs to exXxamine come under
Reorganization Measures. The first MOE in thils group is
Transportability, which is the ease with which the network
or parts thereof can be moved. With respect to SNTI this
MOE is negligible. Since SNTI is designed to be a permanent

- installation aboard ship the significance of this MCE 1is

- severely diminished.
‘ The same can be said of the next MOE, Mobility. Its
impact is also negligible. It's worth noting however, that

SNTI's design is characterized by the use of interface
circuits common to all types of users and the use of micro-

processors in all stations. These two factors combine to

. ’ A MR
Covamt ot

give optimum flexibility and permit the system to be adapted
to a large extent to the specifications and installation
: limitations of +various ship types. Its flexibility also
' makes it easy to install and it's designed to provide a
major savings on cable.

Ease of Reconfiguration is one of the most important

MCEs and 1t is concerned with measuring the ability of a

Dl M il
LA P
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system to expand, contract and reorganize to meet subscriber
demands. The impact ¢f adding or deleting another station
to the system has little or no impact on system performance.
Another distinct assest of this type of network is 1its
isolation from the user devices except for interface compat-
ibility. This allows for wuser devices to evolve with
concern only for interface compatibility and not for the
hardware (and to some extent the software) in the network
itself.

Next is Ease of Transition which measures the inherent
ability of a system's design that allows for major modifica=-
tion without system degradation. The amount of down-time
and/or system degradation resulting from a major modifica-
tion would require an in-depth analysis of the impact of
each modification to SNTI. However, SNTI easily lends
itself to all types of connecticns that may be required
onboard ship as a result of a modification; point-to-point,
conference or multi-point, announcement and information
collection. The system is adaptable, so it can be altered
as well as expanded with a minimum of cost and its flexi-
bility allows for many modifications without any changes in
the hardware.

The last MOE in this group, Interoperability, measures
the degree to which a system c¢an interface with external
systems. Since SNTI can interface with radio transmitters
and receivers 1in can therefore interface with external
systems. However, its ability to do so effectively is only
as good as the radio equipment it interfaces with. As such
the effect of this MOE on evaluating SNTI is not truly
reflective of the system itself.

The last group is under the heading of Security Measures
which is beyond the scope of this paper. But it is worth
mentioning that SNTI does have a secure voice capability and
as stated before, it has the advantage of being a digital

system with respect to electromagnetic interference.
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In conclusion, it should be noted that the effectiveness

of each MOE is based on the accuracy of the values assigned
to the variables that make up the function defining each
MOE. These values are often subjective and can vary
greatly, not only from system to system but within a single
system, such as when the MOE can be used to measure speci: ic

features of that system.
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VI. THE EVALUATION OF SNTI

Now that the capabilities and operating characteristics
of SNTI have been presented, it's time to evaluate its
performance against the requirements, functions and perform=-
ance standards that defined an ideal ISCS.

A. SUMMARY

The previous chapter defined the models, equations and
techniques that design analysts and systems analysts might
use in evaluating certain aspects of SNTI. The methods
necessary for analyzing vulnerability costs and system
effectiveness extend well beyond the scope of this thesis.

Though obviously lacking the necessary data to form a
guantitative evaluation and precise solution with respect to
vulnerability costs, it is this author's observation that
the cost of wvulnerability would tend to support separate
single production, rather than joint production (all commu=
nication through one connecting station with only one
master station). When defined in terms of an ISCS this
indicates it is more beneficial to have dispersed communica=-
tion requirements. With respect to SNTI, this means a
system designed with multiple connecting stations and at
least on back-up master station.

The preceding statement tends to support the design
features of SNTI. With its numerous stations, redundant
cabling and integrated terminals, no communication require~
ment is limited to a single route or source. Though system,
or production, costs will increase with the addition of more
stations, (though only to a certain point, before beginning
to decrease) the standardization of SNTI components helps to

reduce costs.
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: While lacking the required data needed for a concise
g solution to the question of system effectiveness, it is
{ still possible to predict a likely outcome. This can be
accomplished by comparing SNTI against the regquirements of
fi“ an ideal system.
) The reason SNTI 1is not matched against an ideal system
\ with respect to the MOEs presented is that SNTI would always
.. lose. The MOEs are used to provide an indication of a
X specific systems level of output. In this case, the measure
iﬂ cf performance for SNTI would be matched against the output
3 of an 1ideal system. For SNTI to have a higher level of
’:i performance or output than the ideal system is obviously an
" impossible task.
-*: In order t¢o gain a better perspective on how well SNTI
matches up against other IC systems see Table S
nf We begin with examining how well SNTI did in eliminating
known IC problems. For a review of these problems refer to

Table 3 . As the capabilities of SNTI are matched against

¢ v s
A A

cthe desired functions and capabilities of the ideal system,

see Table 4, 1t is clear that SNTI has eliminated these IC

problems. Though, to what degree they have been eliminated

would be a goal of an in=-depth analysis of system effective-
!" ness using the MOEs presented earlier.

ﬂi Speed and Simplicity. This is an advantage of SNTI due

f&; to the design of the system. A digital multiplex (TDM) is
more easily implemented than analog (EDM). In conjunction
A!' with this, Delta Modulation is simpler to implement than the
j:v other probable choice -  Pulse Code  Modulation.
gﬂ{ Additionally, the selection of baseband coax cable allows
.- for greater transmission speed than the other alternative,
® - broadband. Finally, the console face is designed with a

1 minimum number of buttons and switches.
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An obvious way to speed up transmissions, reduce the
actions required to complete the call, provide more freedomnm
of movement and lessen the number of buttons and switches
reguired 1s use speech recognition. The possibility of
using a voice activated terminal access has been reviewed
recently. It was concluded that the fluctuation in an oper-
ator's voice due to increased stress and tension, along with
possible programming difficulties arising from the need for
an operator to change consoles gquickly made the concept
infeasible at *“he present time. S5

Integration. Though not in agreement with Table 9, the

conclusion is that SNTI's design helps meet this require-
ment. The system 1is capable of multi-media access. The
console operator has access to an intercom network,
announcing/alarm network, telephone system and radio net.
Plus communication can be conducted on all circuits via a
single microphone.

Flexibility. Since SNTI wuses standard hardware and

programable software (diode matrix circuit boards and direc-
tory memory) it can be adapted easily to meet the IC needs
of different classes of ships. This also allows for ship-

board personnel to make configuration changes when communi-

cation requirements change. Again, this is in disagreement
with Table 9

Standardization. SNTI uses the same basic hardware and
design characteristics for each installation. There is no

requirement for special eguipment due to differences in
system size and capacity. SNTI's phone network is compat-
ible with the PABX.

Communjcations Configuration Capability. Again, this is

similar to the flexibility requirement. he system 1is

programmable, so each console can be tailored to the

> This opinion was provided in a phone conversation between
Ur. Gail Borden of Human Performance Research, Inc. and this
author in January 19856.
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operator's needs. It is also makes it quite simple for
cperators to switch consoles.
System Reconfigquration. The system's loop configuration

makes it easy to add/delete stations. Connecting station
design makes 1t easy to add/delete users; up to 16 per
station.

Survivability. SNTI's design incorporates two or more

master stations (at least one in standby) and, at a minimum,
at least a dual loop configuration for redundancy. Improved
ship design and installation features, such as a Kevlar
superstructure and shock mounting of equipment, also
enhances survivability.

Protection from Radiation Hazards ( RADHAZ). The 50 Ohm

coaxial cable provides for improved immunity against low
frequency electromagnetic interference. The loop configura-
tion also reduces cabling requirements which further
decrease insulation and ducting needs.

Imergency Power. SNTI 1is provided with a back-up

pattery system for both 1its master and connecting
station(s).

Maintenance. SNTI has a continuous, self-monitoring

capability. It has a built-in-test system and a
teleprinter(s) that provides system status reports, fault

indicators and station malfunction alerts. The system is

designed for ease of maintenance down to the line replace-

ment level and can be programmed for repair down to the

compoenent level.

Environmental Considerations. SNTI meets the U.S3.

Mavy's environmental specifications with respect to tempera-

Y‘V’T'T"T.'T—Y'f’r *.v,-_‘,' -

ture, humidity, salt spray and, shock and corrosion.

Secure VYoice. SNTI is secure voice capable. This is in

disagreement with Table 9

Pri-racy. SNTI does provide for privacy on its IC
circuits.
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Monitoring Capability. SNTI -“bes provide a monitoring

capability.

With respect to the operational capabilities of SNTI,
the determination as to whether or not the requirement has
keen met 1is fairly straightforward. The following opera-
tional requirements (functions) have been satisfied:

Single Access

Single Action Calling
Incoming Call Alert

Single Action Transmission
Conference Call

Instrument Design

Brightness Control

X 3 O N e W N

Volume Control
At the present time the following capabilities
( features) have not been met by SNTI:

1. Busy Circuit Indication
Identity of Calling Party
Identify Urgency of Call
Call Override

Break-in

Call Hold

Hunt=-not-~Busy

O e W

~J

B. CONCLUSION

In satisfying the fundamental design requirements of an
ideal communication system, SNTI performs well. The three
primary requirements are speed and simplicity, integration
and flexibility. Though, in disagreement with the view
expressed in Table 9, SNTI appears to match up well in these
areas. It is easy to design a system to satisfy the speed,
integration and flexibility requirements, but it 1is more
difficult to do while simultaneously Kkeeping the design and

oreration simple as well. Through the use of such operating
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parameters and characteristics as Dbaseband coaxial cable,

delta modulation, etc., SNTI has achieved an excellent

balance.

When compared to the operational requirements of the
ideal system SNTI dces not fair as well. This is especially
true <from the user's point of view. While SNTI did
extremely well meeting the functional requirements, to the
user, these are transparent. For instance, the effect of
the multiplex or the use of DM cannot be seen. However, the
inability to 1identify the source of a call and determine
it's urgency is a serious limitation.

When examining this system from the point of view of a
system designer, and even a systems analyst, SNTI appears to
be more than adequate. In addition, SNTI has an excellent
potential for growth and improvement.

The user, however, sees problems. Though the lack of
such a simple 1tem as a break-in capability may appear
insignificant to the system designer, to the user 1%t can
present a major difficulty. Without this capability, the
user could experience a serious delay in attempting to get a

all through. In a hostile situation, where time is of the
ence, this could have disastrous =ffects.

While the use of baseband coax.al cable may increase
zpeed (compared to broadband), communication delays will
cccur because of the lack of a few features that are not
incorporated into consocle capabilities.

Tnerefore, more work is required on this system. Having
satisfied the fundamental requirements of an ISCS, the most
difficult and demanding tasks are passed. More of the oper-
ational regquirements given earlier need to be satisfied.

The <console cperator needs as many of these features as

ccssible at his fingertips, without being overwhelmed with
buttons, switches and dials. Incorporating these additional
features into 3SNTI would make it a complete, if not ideal,
3ystenm.
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Installing SNTI aboard a TEG-7 or DDG-51 as a test plat-

form would be extremely beneficial. Everyday use of the

system would enable the operators to not only identify the
features they need, but prioritize them as well. Then,
these additional features can be integrated into SNTI, hope-

fully, without degrading system performance in other areas.
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. APPENDIX A

o SUBSCRIBER REQUIREMENTS FOR A DDG-51 ISCS

This appendix contains descriptions of the subscriber

(user) requirements of individual console operators and C?
personnel [Ref. 3]. The listings are not intended to
provide a ccmprehensive account of subscriber requirements.

They are intended to provide a basis for a general under-

standing of the scope of subscriber requirements; Keeping in
mind the tremendous demand this can place on an ISCS.

As mentioned previously, Readiness Condition I places
the grevatest demand on an ISCS due primarily to the increase
in the number of subscribers and their associated communica-
tion reguirements. These tables are provided to assist the

reader in grasping the enormous communication tasking and

system coordination that fighting a ship requires.
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TABLE 10
COMMANDING OFFICER (CIC FPOSITIOCN)

nterior Communication (IC) Subscribers

Tactical Action Officer

Combat System Coordinator
Cwnship Display Controller
Tactical Information Coordinator
Electronic Warfare Supervisor
AAW Coordirator

ASUW Coordinator

Engagement Planning Supervisor
Launch Control Cperators

ASYW coordinator

Anti-Submarine Air Controller

Cfficer-of-the-Deck

Enqlneerlng Officer-of~-the-Watch
Secondary Etngineering Control
Zamage Control Central

Secondary Damage Control
ffelicepter Control Station

Ships Signals Exploitation Space
[lain Communications

Eiectronic Maintenance Officer

Announcing Systems

General Announcing
Threat Announcing

cxterior Communications

Reguired
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TABLE 11
I TACTICAL ACTION OFFICER

=
@
1071
oo

o}

ing Cfficer - CIC position
Systems Coordinator

isplay Controller

al lnrormatlon Coordinator
ronic Warfare Supervisor
oola;nator

- Intercept Controller

W Cﬂovdlnator

agement Planning SUpPrv1aor
nch Control Operators
Coordinator

ti=-Submarine Alircraft Controller
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ommanding Officer - Bridge position
:vmand11g Cftficer - Cabin
{ficer-of-the-Deck

ngineering Officer-of-the-Watch
econdary Enginesring

I Damage Control Central

' Seccndary Damage Control

{ Helicopter Control Station

’ Main Comnunications
|

|

|

'JJ[‘]O()O

Ziectronics Maintenance Cfficer

nnouncing Systems

"I

GCeneral Announc1ng
Threat Announcing

rior Ceommunications
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TABLE 12
COMBAT SYSTEM COORDINATOR

IC Subscribers

Commanding Officer

Tactical Action Officer

Ownship Display Controller
Tactical Information Coordinator
Radar System Controller

AAW Coordinator .

IMissile System Supervisor

Alr Intercept Controller

ASUW Ccordinator, )
Engagement Planning Supervisor
ASW Coordinator ]

Acoustic Track Supervisor/Underwater FC Operator

Combat System Casualty Control - Supervisor
Radar Rooms
Computer Room( s)

Announcing System

Not Regquired

Exterior Communications

Not Required

TABLE 13
OWNSHIP DISPLAY CONTROLLER

IC Subscribers

Commanding Officer

Tactical Action Officer

Combat System Coordinator
Tactical Information Cocordinator
EW Supervisor

Announcing Systems
Not Required
Exterior Communications

Required
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TABLE 14
TACTICAL INFORMATION COORDINATOR

IC Subscribers

Commanding Officer

Tactical Action Officer
Combat System Coordinator
Ownshi isplay Controller
Radar System Controller
Identification Supervisor

EW Supervisor

EW Console Operator

AAW Coordinator

Air Intercept Controller

ASUW Coordinator .
Surface Warfare Supervisor
Engagement Planning Supervisor
Extended Surveillance Operator
ASW Coordinator
Anti-Submarine Aircraft Controller

Announcing Systems

Threat Announcing

Exterior Communications

Required
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TABLE 15
RADAR SYSTEM CONTROLLER

=]
()

Subscribers

mbat System Coordinator
actical Information Coordinator
Supervisor

£AW Coordinator .

[lissile System Supervisor

W Coordinator

Combat System Casualty Control Room
Radar Rooms
Computer Room( s)

—w O

HoE0)

-
[#7) i &

e 2

Announcing Systems

Not Required

Exterior Communications

Mot Required

TABLE 16
IDENTIFICATION SUPERVISOR

IC Subscribers

Tactical Information Coordinator
Z¥W Supervisor

=zW Console Cperator

AW Coordinator

Lir Intercept Controller

ASUW Coordinator

Surface Warfare Supervisor

Aa5W Coordinator |

Aanti-Submarine Aircraft Controller

Announcing Systems

Mot Required

Exterior Communications

Required
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TABLE 17
ELECTRONIC WARFARE SUPERVISOR

IC Subscribers

Commanding Officer
Tactical Action Officer
Cwnship Display Controller
Tactical Information Coordinator
Radar System Controller
Identification Supervisor
EW Console Operator

AAW Coordinator

ASUW Coordinator )
Surface VWarfare Supervisor
ASW Coordinator

EW Equizment Room(s% )
Ships Signal Exploitation Space

Announcing System
Not Required

Ex*terior Communizations

Required

o]
s

IC Subscribers

Tactical Information Coordinator
Identification Supervisor

zVl Supervisor

A&W Coordinator

Announcing Systems

Threat Announcing

Exterior Communications

_ECTRCNIC WARFARE COMNSOLE OPERATOR

Reguired
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TABLE 19
ANTI-AIR WARFARE COORDINATOR

IC Subscrikers

Commanding Officer - CIC position
Tactical Action Officer

Combat System Coordinator .
Tactical Information Coordinator
hadar System Controller
identification Supervisor

EV] Supervisor

EW Console Operator

Illissile System Supervisor

Air Intercept Controller

ASUW Coordinator .

Cunfire Control Supervisor

ASW Coordinator

Commanding Officer - Bridge position
Officer-orf~the-Deck .

Helicopter Control Station

Main Communications

VLS Control

CIWS Control

Announcing Systems

Tareat Announcing

Ex+terior Communications

Reguired

125

- L
3 P

s PERSCEEE P . N . L D e . [ . Y
LI PN T IS I S S g s e dnallaf ot ol oo °+ M'L._‘.A_suﬂ‘ [V ST AV ST TV LTS TP SW W IR VA W TRy Ve DR Loy e




————

TABLE 20
AIR INTERCEPT CONTROLLER

IC Subscribers

Commanding Officer

Tactical Action Cfficer

Combat System Coordinator
Tactical Information Coordinator
Identification Supervisor

AawW Coordinator .

liissile Sﬁstem Supervisor

ASUW Coordinator

ASW Coordinator

Anti-Submarine Aircraft Controller

Helicopter Control Station
Main Communications

Announcing Systems

Mot Required

Exterior Communications

Required

TABLE 21
MISSILE SYSTEM SUPERVISOR

IC Subscribers

Cembat System Coordinator
Radar System Controller
ARV Coordinator

Air Intercept Controller
~3W Coordinator

LS Control
CIWS Control

Announcing Systems

Mot Required

Exterior Communrications

llot Required
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TABLE 22
ANTI-SURFACE WARFARE COORDINATOR

IC Subscribers

Commanding Officer = CIC position
Tactical Action Officer

Combat System Coordinator |
Tactical Information_ Coordinator
Radar System Controller
Identification Supervisor

EW Supervisor

AAW Coordinator

Air Intercept Controller

Surface Warfare Supervisor

Cunfire Control Supervisor,
En%agement Planning Sugerv1sgr
Extended Surveillance Supervisor
Launch Control Operators

Digital DRT Plotters

ASYW Coordinator

Anti-Submarine Aircraft Controller

Commandin? Officer = Bridge position
Cfficer-of-the=-Deck

Tain Communications

Surface Radar Console Operator

Ships Signral Exploitation Space

Znnouncing Systems

Threat Announcing

Exterior Communications

Required
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TABLE 23
SURFACE WARFARE SUPERVISOR

IC Subscribers

Tactical Information Coordinator
Identification Supervisor

EW Supervisor

A5UW Coordinrator

Extended Surveillance Operator
Digital DRT Operators

Surface Radar Console Operator
Lookouts

Announcing Systems

Not Required

Exterior Communications

Required

TABLE 24
GUNEIRE CONTROL SUPERVISOR

C Subscribers

&aW Coordinator
A3U0W Coordinator

Gun Mount Control

announcing System

Mot Required

Zxterior Communications

liot Required
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TABLE 25
ENGAGEMENT PLANNING SUPERVISOR

IC Subscribers
Co

g Officer - CIC position
Tactical Action Officer
Combat System Coordinator
Tac**cal Informaticon Coordinator
ASUW Coordinator
Extended Surveillance Operator
Launcih Control Operators

VLS Control

Announcing Systems

Not Required

Exterior Communications

Not Required

]

TABLE 26
EXTENDED SURVEILLANCE OPERATOR

Subscribers

[

actical Information Coordinator
SuV Coordinator

irface Wariare Supervisor,
gagement Planning Supervisor
tnti-Submarine Aircratt Controller

mmyﬂ

3
J

£l

Announcing System

Mot Required

Exterior Communications

Not Required
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TABLE 27
LAUNCH CONTROL OPERATORS

I1C Subscribers

Commanding Officer = CIC position

Tactical Action Officer 1
ASUYW Coordinator )
Engagement Planning Supervisor

VLS Control

Announcing Systems

Mot Required

Exterior Communications

Not Required

TABLE 28 1
DIGITAL DEAD RECKONING TRACER FPLOTTERS

IC Subscribers

1s

ASUW Coordinator .

urface YWarfare Supervisor

ASW Coordinator )

Acoustic Track Supervisor/Underwater EFC Operator

4N

Lookouts

Announcing Systems

Net Required

| Zx+terior Communications

liot Required
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TABLE Z9

ANTI-SUEMARINE WARFARE COCRDINATOR

IC Subscribers

Comnanding Officer - CIC position
Tactical Action COfficer
Combat Systems Coordinatox
Tactical Information Coordinator
Identification Supervisor
EVW Supervisor
2aW Coordinator

.r Intercept Controller
issile System Supervisor
ASUW Coordinator
Acoustic Track Supervisor/Underwater FC Operator
Anti-Submarine Aircraft Controller
Plotters

Cfficer-of-the-Deck

Sonar Control - Acoustic Supervisor
iain Communications .

Helicopter Control Station

Announcing System

Threat Announcing

Exterior Communications

Required
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'" ' TABLE 30
) ACOUSTIC TRACK SUPERVISOR/UNDERWATER FC CPERATOR
. IC fubscribers
N Combat System Coordinator
\ ASW Coordinator
Anti-Submarine Aircraft Controller ,

. rlotters
3 Sonar Control = Acoustic Supervisor
N TQLFeqo Rooms
. zxpendable Bathythermograph (XBT) Room
] Announcing System
A
- Not Required
- Exteric Communications
) Reguired
[ |
_ | TABLE 31
: ! ANTI-SUBMARINE AIRCRAFT COMNTROLLER

!

i IZ Subsgribers
‘i Ccomanding Cfficer - CIC position
\ Taztical ct on Officer
. T32%iZal Information Coordinator
L | Ijentlflcaulon Supervisor

s1r Intercept Controller

~dihator
covrding or
: Irack Supervisor/Underwater FC Operator

(
]
. i e I
{  Dfficer-of-the-Deck
. | i2l.ccpter Control Station .
o | Scnar Corntrol = Acoustic Supervisor
T | Zurface Radar Console Cperator
- i
& | Announcing Systen
“ llot Required
. ;
‘ Ixferioy Communications
- ~erilved
L
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SCNAR CCNTRCL - ACZCUZTIC ZUPERVISOR

T Subscribers

ASW Coordinator

Acoustic Track Supervisor
Anti-Submarine Alrcrasc<
Hull Sconar Systen Cgera
Towed Sonar 3ystem lre.
ACCUSTLC Scnar Cp=srator
Lcoxouts

Sonar Eguipment Room( s5)

Announcing Syztems

Threat Announcing

Exterior Communications

Required

NOTE:

The suiscriber requirements of HSSOs, TSSO and ASO are
identi.al to those listed above rfor the Sonar Control -
Acoustic Supervisor.
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TABLE 33
COMMANDING OFFICER - BRIDGE POSITION

Subscribers

’18

actical Action Officer
i voorﬂ’lna or
UW Coordinator
Surface/Subsurface VWarfare Coordinator

AN
(/) g &D

L
.

1

Engineering OFF‘ce"—o -the-Watch
Tanage Control Cen tzal )
Helicopter_ Control Station
Secondary Engyineering Control
Secondary Damage Control

|

]

Announcing Systems

General Announcing
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TABLE 34
OFFICER-OQOF=-THE-DZCK

Subscribers

—

Commanding OCfficer - CIC position
Commanding Officer - Cabin
Tactical fAction Officer

AaalW Coordinator

ASUW Coordinator

ASW Coordinator

Anti-Submarine Aircraft Controller
Engineering Ofificer-of-the-Watch
Camage Control Central |
Eelicopter Control Station

[lain Communications

Zlectronic ilaintenance Officer
Compbat System Casualty Control
Signal Bridge

Executive Qificer - Stateroom/Office
Secondary Engineering Control
Secondary Damage Control

Announcing Systems

General Announcing

Exterior Comnunications

eqguired

)
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- TABLE 35
A SURFACE RADAR CONSOLE OPERATOR
:f; IC Subscribers

A ASUW Coordinator .

b Surface/Subsurface Warfare Coordinator
oy Surface Warfare Supervisor

RN Anti-Submarine Aircraft Controller

R Helicogter Control Station

S Lockouts

Announcing Systems

\ Not Required

e Exterior Communications
A Not Required

,','.»
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APPENDIX B
SUBSCRIBER REQUIREMENTS FOR A FFG-7 ISCS

This section contains descriptions of the subscriber
(user) requirements of individual console operators and C?
personnel. The listings are not intended to provide a
comprehensive account of subscriber requirements. They are
intended to provide a basis for a general understanding of
the scope of subscriber requirements; keeping in mind the

tremendous demand this can place on an ISCS.

TABLE 36
COMMANDING OFFICER (CIC POSITION)

Interior Communication (IC) Subscribers

Tactical Action Officer
\Wweapons Control Officer
Electronic Warfare Supervisor
Track Supervisor

ASW Evaluator .
Anti-Submarine Air Controller
Alr Intercept Controller

Qfficer-of-the-Deck

Englneerlng Officer-of-the-Watch

Secondary Engineering Control

Damage Control Central

Secondary Damage Control

Helicopter Control Station .

radio Central (Main Communications on DDG-51)
Electronic Maintenance Officer

Announcing Systems

General Announcing
Threat Announcing

Exterior Communications

Required

137

........




e L

B
W Wy P I

T P o gy

TABLE 37
TACTICAL ACTION OFFICER

IC Subscribers

Commanding Officer - CIC position
Weapons Control Officer
Electronic Warfare Supervisor

Alr Intercept Controller
Anti-Submarine Aircraft Controller
Track Surervisor

ASW Evaluator

Sonar Supervisor

Combat System Casualty Control =- Supervisor
Radar Rooms
Computer Room(s)

Commanding Officer - Bridge position
Commanding Officer - Cabin
Officer-of-the-Deck

Englneerlng Officer~of-the-Watch
Secondary Engineering

Damage Control Central

Secondary Damage Control

Helicopter Control Station

Radio Central .
Electronics Maintenance Officer

Announcing Systems

General Announcing
Threat Announcing

Exterior Communications

Required
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TABLE 38

WEAPONS CONTROL OFFICER

IC Subscribers

Commanding Officer

Tactical Action Officer

Weapons Console Operators

Air Intercept Controller
Anti-Submarine Aircraft Controller
Track Supervisor

ASYW Evaluator

Scnar Supervisor

Announcing System

Not Required

Exterior Communications

Required

TABLE 39
TRACK SUPERVISOR

IC Subscribers

Commanding Officer .

Tactical Action Officer

WWeapons Control Officer

Air Detector Tracker

Surface Detector Tracker

EW Supervisor

EW Console Operator

air Intercept Controller

ASW Evaluator .

Anti-Submarine Aircraft Controller

Announcing Systems
lot Require

Exterior Communications
Reguired
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TABLE 40
ELECTRONIC WARFARE SUPERVISOR

IC Subscribers

Commanding Officer

Tactical Action OQOfficer

\teapons Control Officer

Surface Detector TracRker

21r Detector Tracker

Track Supervisor

EVWl Console Operator

AaSW Evaluator )

anti-Submarine Aircraft Controller

EW Equipment Room(sl
Combat System Casualty Control Room

Announcing System

Reguired

! Exterior Communications

Required

TABLE 41
ELECTRONIC WARFARE CONSOLE OPERATOR

Subscribers

—
(@]

ical Action Officer
ace Detector Tracker
Detector Tracker
% Surervisor

eriyisor

otters

Announcing Systems
Threat Announcing

P RBOEA N SR O 1]

(@I IR TGTE]
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e}
13

Exterior Communications

' Reguired
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TABLE 42
AIR INTERCEPT CONTROLLER

IC Subscribers

(@

ommanding Cfficer

actical Action Officer

i2apons Control Officer

Track Supervisor

E¥l Supervisor

Anti-Submarine Aircraft Controller

30

Helicopter Control Station
Radio Central

announcindg Systems

lot Required

Exterior Communications

Required

TABLE 43
AIR DETECTOR TRACKER

IC Subscribers

Tactical Action Officer

Vleapons Control Officer

ASW Evaluator

Ell Supervisor

EW Console Operator

Air Intercept Controller
anti-Submarine Aircraft Controller
Track Supervisor

Anncuncing Systems

Not Required
Exterior Communications

Required
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TABLE 44
SURFACE DETECTOR TRACKER

IC Subscribers

Tactical Action Officer
eapons Control Officer
ASW Evaluator
EW Supervisor
EW Console Cperator
Anti-Submarine Aircraft Controller
DRT Plotters
Track Supervisor

Announcing Systems

Not Required

Exterior Communications

Required

TABLE 45
WEAPONS CONTROL CONSOLE OPERATORS

IC Subscribers

Tactical Action Officer

Wieapons Control Officer

other Weapons Control Console Operators
Air Detector Tracker

Surface Detector Tracker

Track Supervisor

Launche:r Control
Gun Mount

Announcing Systems
Not Required

t Exterior Communications

° ‘ot Required

[
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TABLE 46
DEAD RECKONING TRACER PLOTTERS

IC Subscribers

ctical Action Officer
apons Ceontrol Officer
~Valuauor

‘ack 3Supervisor

wrtace Deteztor Tracker
EW Console Operator

Sonar Supervisor
Lookouts

Announcing Systems

Not Required

Exterior Communications

Mot Required
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TABLE 47
ANTI-SUBMARINE WARFARE EVALUATOR

IC Subscribers

Commanding Officer = CIC position g
Tactical Action Officer

\ieapons Control Officer

' Track Supervisor

| EW Supervisor

{  Alr Intercept Controller
Anti-Submarine Aircraft Controller
Plotters

Cfficer-of=-the=-Deck )
Sonar Control = Sonar Supervisor

Radio Central .
Eelicopter Control Station

Announcing System

Threat Announcing

Zxterior Communications

Required

TABLE 48
SONAR SUPERVISOR

IC Subscribers

Tactical Action Officer

ASW Evaluator .

Anti-Submarine Aircraft Controller
Vieapons Control Officer

Plotters

Torpedo Rooms
Expendable Bathythermograph (XBT) Room

Announcing System
Mot Required

Exterior Communications

Required
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TABLE 49
ANTI-SUBMARINE AIRCRAFT CONTROLLER

IC Subscribers

cmmanding Officer - CIC position
actical _action QOfficer
Weapons Control Officer

Track Supervisor

Air Intercept Controller

EYl Supervisor

ASW Evaluator

Officer-of-the-Deck )
Eelicopter Control Station

Sonar Control - Sonar Supervisor

Announcing Svstem

Not Required

Exterior Communications

Required

TABLE 50
COMMANDING OFFICER = BRIDGE POSITION

IC Subscribers

Tactical Action Officer
Vizapons Control Officer
ASY Evaluator

Engineering Officer-of-the-Watch
Damage Control Central |
Helicopter Control Station
Secondary Engineering Control
Secondary Damage Control

Announcing Systems
General Announcing

Exterior Communicati 3

Required
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TABLE 51
OFFICER-CEF-THE-DECK

T Subscribers

Commanding Officer - CIC positicn \
Commanding Officer - Cabin

Tactical Action Cfficer

l"2apons Control Officer

A5V Evaluator

Anti-Submrarine Aircraft Controller
Engineering Officer-of-the-Watch
Damage Control Central

Helicopter Control Station

~nadio Central )
EZlectronic Maintenance Officer
Combat System Casualty Control
Signal Bridge )
Executive Officer - Stateroom/Office
Secondary Engineering Control
Secondary Damage Control

Announcing Systems

General Announcing

Exterior Communications
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